Artificial Intelligence:

Principles, laws, and frameworks

Introduction
This Report analyses the interrelation between artificial intelligence ('AI') systems and privacy. In particular, the Report
focuses on the challenges that arise for organisations when they seek to implement an AI system that is associated
with personal data processing as well as the ways to respond to such technical, organisational, and ethical issues. By
breaking down and detailing legal requirements, authority guidelines, governance frameworks and other solutions, the
Report aims to assist private organisations with their AI and personal data obligations.
Challenges and Questions
The principal challenges AI poses in relation to privacy derive from a fast changing legal and technological landscape,
as well as risks to central principles and ethical values. These include, but are not limited to, concerns relating to automated decision-making and discrimination, challenges of accountability and transparency, and ensuring secure, fair,
and effective processing of personal data.
Considering the above concerns, and the often-complex guidance and requirements from around the world, this Report is designed to help address the following questions:
•
•
•
•
•
•

What do I need to know when building an AI system that safeguards privacy ?
What do I need to know when procuring an AI system that impacts privacy?
How do I improve privacy in an AI system?
What are best practices for deploying AI in a privacy-protective manner?
What are the global recommendations and requirements?
Where can I find out more and how can I keep up to date on developments in AI regulatory requirements and guidelines?

Using this Report
Part 1 of this Report details the essential practices and principles recommended by leading data protection authorities
and that are at the core of several legal frameworks. Part 2 explores some of the most influential data protection laws
and how they may impact AI systems and looks ahead to legislative developments. Part 3 considers best practices for
implementing principles and complying with requirements by examining AI related data protection frameworks and
toolkits. Part 4 outlines OneTrust's solutions that can assist you in maximising benefits from your privacy program in
relation to AI. The Report then concludes with a Resources section identifying the most useful guides, requirements,
and general information from official bodies.
This Report is general and educational in nature and is not intended to provide, and should not be relied on, as a
source of legal advice. The information and materials provided in the Report may not be applicable in all (or any) situations and should not be acted upon without specific legal advice based on particular circumstances.
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Part 1:
Definitions and
Principles
Artificial Intelligence ('AI'): refers to the broad concept of machines being
able to process information or complete tasks in a manner that echoes human
intelligence. Definitions of AI continue to change over time and the term's use can
vary significantly. In relation to data protection, AI generally refers to automated
decision-making based on large-scale datasets.
Machine learning ('ML'): means the ability for a machine to improve based
on experience. Machine learning is usually considered a subset of AI and is
a more precise term for describing the process by which a system is able to
autonomously improve through experiential training.
Algorithm: refers to a set of defined instructions that can be implemented through
a computer to solve a problem or perform a computation (i.e. rules that can be
followed to make a calculation).
Several international organisations, data protection authorities, and working
groups have analysed AI systems and developed principles and guidelines. The
most common and impactful of these principles are detailed below, along with
practical steps recommended by supervisory bodies.
1. Accountability

recommendations1 for materialising accountability, including implementing risk
management systems, preparing policies and procedures, periodic reviews, and
establishing supervision and surveillance systems.
Similarly, the UK's Information Commissioner's Office ('ICO') has highlighted
the importance 'algorithmic accountability2,' the association of accountability
and governance3, as well the need for public sector bodies to consider the
accountability of AI systems that they procure4.
The Ministry of Economy, Trade and Industry in Japan has also released extensive
guidelines on AI and data contracts that overlap with accountability principles5.
In addition, the Office of the Victorian Information Commissioner ('OVIC') in
Australia underlines that accountability and governance may cross borders in
relation to AI systems, while the Office of the Privacy Commissioner of Canada
('OPC') has stressed that accountability should be demonstrable6.
2. Transparency and Explainability
Transparency and explainability: means being able to explain or to ensure that all
stakeholders are able to appropriately understand processes, procedures, and
systems.
A prominent term that pervades global discussions of AI systems is
trustworthiness, and the principle of transparency often sits at the heart of how to
maintain this trust. Key to transparency in relation to AI is the capacity to explain
decisions to any and all stakeholders. Indeed, the European Commission's
High-Level Expert Group on AI ('AI HLEG') defines a 'principle of explicability' as
a crucial aspect of any AI system7. Likewise, the Organisation for Economic Cooperation and Development ('OECD') foregrounds the importance of providing
meaningful information so that AI systems are understood in the workplace and
that decision-making is clear to those affected by it.

The accountability principle underpins several guidelines and frameworks
addressing AI from around the world. In particular, and in more detail than
is often the case in data protection matters, most guidelines consider the
practical aspects of the principle of accountability in relation to AI. The IberoAmerican Data Protection Network ('RIPD') for instance, sets out seven key

Key areas of ongoing debate, however, are the complexity of AI systems,
decisions that are difficult to fully explain, and the question of algorithmic
transparency alongside commercial sensitivity. In some cases, this can lead to
what is known as the 'black box effect.' The ICO, in collaboration with the Alan
Turing Institute, has provided a detailed consideration of these topics, which
specifies a range of explanation strategies including the use of supplementary
interpretability tools to mitigate the black box effect8. The National Institute of
Standards and Technology ('NIST') in the US has released draft principles on
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Accountability: refers to allocating responsibility for and demonstrating
compliance with both legal requirements and general principles.
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AI explainability that emphasise meaningfulness, explanation accuracy, and
the identification of a system's knowledge limits. Several of the frameworks
discussed in Part 3 of this Report provide extensive analyses of transparency and
explainability.
3. Fairness and Accuracy
Fairness and accuracy: means ensuring that outputs from AI systems are
reasonable and not discriminatory, as well as based on appropriate and correct
information.
Sometimes referred to as a principle of non-discrimination, the fairness principle
is common in AI guidelines and in relation to automated decision-making. The
US Federal Trade Commission ('FTC') particularly emphasises situations where AI
systems can lead to unintended consequences that negatively impact protected
classes of individuals and, as a practical step, the FTC stresses that focusing on
outcomes as well as inputs can lead to fairer systems9.
Several guidelines similarly place vulnerable groups at the forefront of
discussions of fair processing. The OECD more generally sets fairness at the
heart of its recommendations and specifies that privacy and human rights should
be integrated throughout an AI system lifecycle.
The International Conference of Data Protection and Privacy Commissioners
('ICDPPC') has also defined a fairness principle, in which it notes that the effects
of AI should be considered at both an individual and group level10, whilst the AI
HLEG explains that 'fairness has both a substantive and a procedural dimension.'
The substantive dimension refers to commitments to ensuring equality and ethical
behaviour, while the procedural dimension refers to supporting the ability to
contest decisions and the capacity for effective redress. In many cases, fairness is
associated with accuracy and appropriate processing through complete data sets
that can ensure justifiable decision-making.

and privacy impact assessments. Privacy by Design and by Default mean
integrating data protection throughout a system, such as through early
anonymisation or pseudonymisation of data and through data minimisation.
Furthermore, several bodies such as the OPC, RIPD, and OECD, underline
that effective approaches to risk management underpin security by design
and by default.
Some legal frameworks, most notably the GDPR, require Data Protection Impact
Assessments in relation to Big Data analytics and related circumstances (see
Part 2), as well as mandating legal requirements around Data Protection by
Design and by Default. Most guidelines recommend such assessments as an
essential practice to ensure appropriate use of AI systems. In addition, though,
guidelines from AI HLEG and the Daten Ethik Kommission11 suggest further
assessments, such as societal impact, technological impact, and algorithmic
impact assessments. The OPC has further proposed the potential for requiring
that impact assessments are published in order to better support transparency.
5. Human-centric
Human-centric: means ensuring that humans are involved in AI system
processes and outputs, and that AI is utilised for human focused purposes.
Many AI standards and guidelines situate respect for human rights as a
guiding principle and emphasise the importance of human involvement
within AI systems. The human-centric principle can take several forms
and may include, for example, utilising AI for the purposes of enhancing
human practices, ensuring that there is the capacity for human involvement
in decision-making, or establishing effective redress procedures so that
humans can question AI systems. At its core, the human-centric principle
tends to emphasise that AI systems work to benefit humans and that AI
systems are designed to prevent harm.

The security principle refers to robust procedures and well-tested AI architecture.
The most common key practical measures are: Privacy by Design and by Default

Examples of the human-centric principle include the OECD's principle of
human-centred values, which stresses human determination as a potential
safeguard within AI systems. Both the RIPD and the ICDPPC similarly
emphasise the protection of human rights, and that AI developers should
ensure a wide range of mechanisms for the exercise of individual's rights.
Human-centred AI is often seen as means of not only ensuring more ethical
AI systems, but also enhancing the uses and outputs of AI by highlighting
social and practical benefits.
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4. Security
Security: means ensuring that AI systems are appropriately designed to
safeguard personal information.
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6. Additional Guiding Principles
There are many principles that overlap with those above, such as data quality,
empowering individuals, and ensuring societal benefits. Other key areas of focus
include the grounds for processing, such as how to obtain meaningful consent,
and the viability of alternative legal bases.
Although the currently available guidelines issued by authorities generally
echo one another, differences in approach can also be noted: the Daten
Ethik Kommission and the RIPD detail risk-based methodologies, AI HLEG
focuses on technical and non-technical methods, and Datatilsynet provides
recommendations for different stakeholders with an emphasis on the GDPR.
The ICO, Singapore, Dubai, and Hong Kong have all developed more detailed
frameworks, and AI HLEG recently released a self-assessment checklist, which
are considered in Part 3 of this Report. A layered approach that combines
technical and organisational measures is also emerging in India through the draft
AI Stack12.
There are many more standards, statements, reports, and analyses released by
official bodies and these can be found in the Resources section at the end of this
Report.

Part 2:
Laws and
Regulations
1. Convention 108
The Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data and its Additional Protocols ('Convention 108') is one
of the most influential data protection frameworks, being the first, and still only,
international, legally binding instrument in the area.
Marking Data Protection Day on 28 January 2019, the Committee of Convention
108 released guidelines on AI and data protection13, and released a report on the
challenges and possible remedies in the AI space14. The guidelines are broad in
their scope and aim to ensure that 'AI applications do not undermine the human
dignity and the human rights and fundamental freedoms of every individual, in
particular with regard to the right to data protection.'
The guidelines are for two primary stakeholders: developers, manufacturers and
service providers, and legislators and policy makers.
For developers, manufacturers and service providers, the guidelines highlight
that:
• 'Values-oriented' and 'human rights by-design' approaches should be
adopted in the design of products and services, and to avoid risk of bias and
discrimination;
• Users' rights, including the right not to be subject to automated decision-making,
freedom of choice, and to be informed and access data, should be respected in
order to enhance trust; and
• Forms of algorithmic vigilance should be adopted to promote accountability of
all stakeholders relevant in the lifecycle of any application to ensure compliance
with data protection and human rights law.
For legislators and policy makers, the guidelines stress the need to
respect the principle of accountability, as well as to adopt risk assessments

8
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procedures and other measures, such as codes of conduct and certification
mechanisms, which can further enhance trust in AI products and services.

extraterritorial application and can impact AI systems based outside the EU
and EEA.

In addition, the guidelines encourage cooperation between data protection
supervisory authorities, as well as the provision of adequate resources
to support and monitor the field of automatic processing. AI developers,
manufacturers, and service providers should also consult supervisory
authorities when AI applications have the potential to significantly impact the
human rights and fundamental freedoms of data subjects.

The GDPR's international effects are also seen in its influence on legislation
elsewhere. For instance, the OPC's proposals for AI legislation in Canada
frequently cite the GDPR, as well as the EU data protection authorities' guidance.

2. GDPR
The General Data Protection Regulation (Regulation (EU) 2016/679) ('GDPR')
came into force on 25 May 2018 and governs personal data protection in
EU and EEA Member States. The GDPR is one of the most influential data
protection laws in the world and continues to be a benchmark for the legal
protection of data subjects and personal information. The GDPR explicitly
applies to data processing whether wholly or partly by automated means.
Guidance from authorities in the UK15, France16, Spain17, and Germany18,
among others, have underlined that many of the GDPR's requirements may
affect an AI system. Of these, however, the three most frequently highlighted
Articles are Articles 22, 25, and 35, which respectively address data subject
rights, Data Protection Impact Assessments ('DPIA'), and Data Protection by
Design and Default.
• Article 22 establishes that a data subject has the 'right not to be subject
to a decision based solely on automated processing, including profiling,
which produces legal effects concerning him or her or similarly significantly
affects him or her.'
• Article 35 requires a DPIA where there is 'a systematic and extensive
evaluation' of personal data through automated processing that leads to
decisions about data subjects. Data protection authorities have further
recommended more general implementation of DPIAs in relation to AI.
• Article 25 addresses Data Protection by Design and by Default and
particularly associates this requirement with technical and organisational
security measures as well as data minimisation.
Although the Articles outlined above are likely to have a significant impact
on an AI system, authorities stress that the GDPR in general applies to
all aspects of personal data processing. Furthermore, the GDPR has an
10

3. LGPD
Law No. 13.709 of 14 August 2018, General Personal Data Protection Law (as
amended by Law No. 13.853 of 8 July 2019) ('LGPD') largely entered into force
in September 2020, with its enforcement provisions currently set to become
effective in August 2021. The LGPD is a comprehensive data protection law that
is modelled on the GDPR and contains many similar concepts and requirements.
Like the GDPR, the LGPD regulates AI through data subject rights related to
automated processing.
Article 20 of the LGPD stipulates: 'The data subject has the right to request
for the review of decisions made solely based on automated processing
of personal data affecting her/his interests, including decisions intended
to define her/his personal, professional, consumer and credit profile, or
aspects of her/his personality.'
The subsections of Article 20 of the LGPD further require that, upon request,
data controllers should 'provide clear and adequate information regarding
the criteria and procedures used for an automated decision, subject to
commercial and industrial secrecy.' In addition, if there is information
that will not be provided due to commercial and industrial secrecy, the
national authority (the ANPD) may carry out an audit to verify if there are
discriminatory aspects in relation to automated processing of personal data.
While Article 20 establishes requirements that most directly impact AI, it
should be noted that AI systems in Brazil will have to comply with the LGPD
in its entirety. There are also multiple bills19 in Brazil that are seeking to
regulate AI use by establishing AI principles and setting out more specific
obligations for AI systems.
4. CCPA
Effective from 1 January 2020, the California Consumer Privacy Act of
2018 ('CCPA') introduced new data privacy rights for California residents,
Published by OneTrust DataGuidanceTM
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and obliged companies that conduct business in the state of California to
implement structural changes to their privacy programs. Unlike the GDPR or
LGPD, the CCPA does not contain explicit provisions directed at automated
processing or AI. However, like other data privacy laws around the world,
it can have an impact on AI systems, and relevant operators would need to
ensure they are compliant.

5. Looking Ahead

The CCPA applies to for-profit organisations doing business in California
that collect consumers' personal information, or on the behalf of which
such information is collected, determine the purposes and means of the
processing of that information, and meet any of the following thresholds:
have annual gross revenue in excess of $25 million; alone or in combination,
annually buy, receive for the business's commercial purposes, sell or share
for commercial purposes the personal information of 50,000 or more
consumers, households, or devices; or derive 50% or more of annual
revenues from selling consumers' personal information.

However, there is an increasing tendency towards laws and regulations
that directly cover aspects of using AI, and particularly so in the Americas.
Three US State laws now in force are ACR-215 23 Asilomar AI Principles25,
California's Bolstering Online Transparency Act or Bots26, and Illinois's
Artificial Intelligence Video Interview Act27. Similarly, although only addressed
to the public sector, Canada's Directive on Automated Decision-Making28 is
one of only a few AI specific laws in force.

Key provisions that will likely affect the development of AI technologies include:
• the processing of inferences drawn from personal information to create a
profile about a consumer reflecting the consumer's preferences, characteristics,
psychological trends, predispositions, behaviour, attitudes, intelligence, abilities,
and aptitudes20;
• disclosure obligations regarding the categories of personal information
collected, the sources from which the information is collected, the purposes for
which the information is collected or sold, the categories of third parties with
which the information is21;
• consumers' rights of access, portability and deletion of personal information22;
and
• the prohibition from discriminating against a consumer on the basis of their
exercise of rights23.
As a result, organisations building AI technologies now need a scalable and
efficient way to process and respond to consumer rights requests, and must
maintain detailed, ongoing records for CCPA compliance.

Thus far, the global trend has been to address data protection in AI systems
through general privacy laws, such as the GDPR or LGPD. Similar approaches of
establishing data subject rights related to automated decision-making can also
be found in Russia, South Africa, Turkey, and Uruguay, among other jurisdictions.

There are also several regulatory developments progressing in the US. In
particular, the US federal bill for the Algorithmic Accountability Act of 201929
would mandate impact assessments under certain high-risk circumstances.
Additionally, the National Institute of Standards and Technology ('NIST')
released a draft report on Four Principles of Explainable Artificial Intelligence
(Draft NISTIR 8312)30 in August 2020. Moreover, the White House released
the American Artificial Intelligence Initiative: Year One Annual Report31
in February 2020, and the National Security Commission on Artificial
Intelligence32 has published periodic reports over the past year.
The landscape is similar in much of the world, including, for instance, in
Europe, China, and South Korea, as discussions on AI are at an early stage
comprised primarily of white papers and reports (see the Resources section
for further information). However, momentum for more specific AI regulation
and guidance is building. For example, Ministers in the Netherlands sent a
letter33 to the House of Representatives asking for a review of the GDPR that
questioned, among other things, if the GDPR was still fit to address AI. The
OPC has produced more advanced proposals in Canada34, there have been
several discussions on AI standards in Australia35, and the EU Commission's
white paper on AI initiated a wide-ranging discussion within the sector36.

The California Attorney General published the Final CCPA Regulations which
provides further details regarding consumers' rights and discriminatory
practices24. Organisations will need to wait to see whether the California
government will issue further regulatory requirements or industry guidance
that directly addresses the use of AI and its interaction with the CCPA.

Since both the fields of AI and data protection change rapidly and are
becoming increasingly important to governments, businesses, and
individuals, further legislative and regulatory developments in the near
future can be expected.
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Part 3:
Frameworks

1. EU AI HLEG Guidelines and Assessment List for Trustworthy AI

Key
Comprehensively covered
Partly covered
Implied
Not covered			

• Roles & Responsibilities: Does the framework address organisational
roles and responsibilities in relation to AI?
• Risk Management: Does the framework consider risk management
processes, such as when and how to address risks?
• Impact Assessments: Does the framework recommend privacy impact
assessments or similar, and establish when these should be carried out?
• Explaining Decisions: Does the framework cover challenges related to
explaining automated decision-making?
• AI Principles: Does the framework define a set of AI principles?
• Facilitating Rights: Does the framework address how data subject rights
are to be exercised and related processes?
16

The European Commission's AI HLEG
presented, on 17 July 2020, its final
Assessment List for Trustworthy
Artificial Intelligence37 ('ALTAI'). ALTAI
was produced through a piloting
AI Principles
process with over 350 stakeholders,
following the release of the AI HLEG's
Ethics Guidelines for Trustworthy
Facilitating
Artificial Intelligence38 ('the
Rights
Guidelines') in April 2019. Together
the Guidelines and ALTAI form
an AI framework which bases the
concept of trustworthy AI on seven
requirements:

EU
Roles &
Responsibilities
Risk
Management

Impact
Assessments
Explaining
Decisions

1. Human Agency and Oversight
2. Technical Robustness and Safety
3. Privacy and Data Governance
4. Transparency
5. Diversity, Non-discrimination and Fairness
6. Environmental and Societal Well-being
7. Accountability
ALTAI takes the form of a self-assessment checklist that breaks down into a
series of questions in accordance with these seven requirements. AI HLEG
suggests that multidisciplinary teams with members who have specific
competencies in the areas covered by the seven requirements design and
complete the ALTAI. An online portal39 with further explanatory notes is also
available.
Each section of ALTAI begins with a summary of one of the seven
requirements and a glossary. The requirements encompass subcategories,
such as traceability, avoidance of unfair bias, auditability, and impact on
work and skills, and pose key questions to consider.
ALTAI is designed for self-assessment and thereby to assist an organisation
in identifying how and to what extent its AI system may qualify as 'trustworthy',
Published by OneTrust DataGuidanceTM
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as well as potential areas for development to improve compliance with EU
legislation and trustworthiness. The Guidelines then provide more practical
information on how to actively address the requirements, with an emphasis on
continuous analysis and improvement.

and analyses a wide range of preventative, detective, and corrective actions
to address these risk areas. In this manner, the Guidance details what it
considers appropriate technical and organisational measures as well as a
general best-practice for most AI related processes and practices.

2. ICO AI Auditing Framework

The governance and accountability section of the Guidance focuses
primarily on risk appetites, DPIAs, controller and processor relationships,
Privacy by Design, auditable documentation, and awareness and training.
The lawfulness and fairness section considers how to identify lawful
purposes, statistical accuracy, and risks of bias. The section on data security
highlights common AI privacy threats and how to manage these risks,
particularly through AI based techniques. The final section stresses the
importance of ensuring individual rights by specifying relevant rights and
processes for safeguarding rights.

The ICO published, on 31 July
2020, its latest AI Guidance40
('the Guidance'), which forms
Risk
part of its ongoing AI Auditing
AI Principles
Management
Framework. This framework
includes several other
documents: a guide on Big Data
released in 2017, a series of
Facilitating
Impact
reports on explaining AI systems
Rights
Assessments
that the ICO prepared with the
Alan Turing Institute41 ('Project
Explaining
Decisions
ExplAIn'), and an AI toolkit (not
yet released at the time of
this Report). The analysis that follows is based on Project ExplAIn and the
Guidance, as well as the ICO blog42 detailing the framework's development.
Roles &
Responsibilities

The explicit scope of the Guidance is to clarify what the ICO 'thinks is best
practice for data protection-compliant AI, as well as how [the ICO] interprets
data protection law as it applies to AI systems that process personal data.'
The Guidance addresses these concerns by focusing on accountability and
governance; fair, lawful, and transparent processing; data minimisation and
security; and individual rights. In general, the ICO provides for a risk-based
approach to AI and its blog identifies eight AI-specific risk areas:

Project ExplAIn considers the challenges of and methods for explaining AI
processes, requirements, decisions, and similar to data subjects, technical
teams, and senior leadership, among others. The Project ExplAIn reports
include breakdowns for specific contexts, checklists, and other practical
materials.
3. Singapore Model Governance Framework

The Guidance considers these topics through a question and answer format

The Personal Data Protection
Commission ('PDPC') of Singapore
originally published its Model
Artificial Intelligence Governance
Framework in January 2019,
before updating and releasing
a second edition one year
later43. The Model Framework
primarily focuses on internal
governance, human involvement
in AI decision making, operations
management, and stakeholder
interaction, in order to fulfil the
objectives of building stakeholder
confidence in AI and demonstrating
accountability. In general, the
Model Framework defines a
baseline set of considerations and
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1. Fairness and transparency in profiling
2. Accuracy
3. Fully automated decision-making models
4. Security and cybersecurity
5. Trade-offs (e.g. accuracy vs. privacy)
6. Data minimisation and purpose limitation
7. Exercising of rights
8. Impact on broader public interests and rights

Roles &
Responsibilities

AI Principles

Risk
Management

Facilitating
Rights

Impact
Assessments
Explaining
Decisions

19

measures organisations may implement and develop to use AI at scale.
The Implementation and Self-Assessment Guide for Organizations ('ISAGO')
complements the Model Framework44.

ethics, and subsequently released an Ethical AI Toolkit46. According to Smart
Dubai: "Our vision is for Dubai to excel in the development and use of AI in
ways that boost innovation and deliver human benefit and happiness."

In relation to internal governance, the Model Framework notes that existing
structures and organisations of responsibilities may be adapted for AI purposes,
such as an ethics board turning attention to AI. However, the Model Framework
further specifies that allocations of responsibilities must be clear, before going
on to define certain key roles, as well as risk management and internal control
measures.

The Toolkit encompasses a set of
Dubai
AI principles and guidelines, an
online self-assessment tool47, and
Roles &
a supplementary document that
Responsibilities
contains directions to resources
for technical experts48. Smart
Risk
AI Principles
Dubai further emphasises that
Management
the Toolkit is for AI developers
and operators whose systems
Facilitating
Impact
are used to make significant
Rights
Assessments
decisions, which may include
decisions that have a notable
Explaining
impact on an individual either
Decisions
legally or for their general
circumstances, or a set of
decisions that collectively may
have a notable impact on groups
or society as a whole.

The section on human involvement advises identifying commercial objectives,
societal norms, cross border societal expectations, and group level risks. The
Model Framework notes that the assessment of human involvement should
be an iterative and ongoing process, and that documenting procedures
through regularly reviewed risk impact assessments is likely to be beneficial.
Furthermore, the Model Framework provides a severity of harm matrix to
assess potential risks.
Under operations management, the Model Framework suggests a three-stage
system for AI adoption focusing on data preparation, algorithms, and the chosen
model. The data preparation stage draws from good data accountability practices,
such as ensuring data quality. The algorithm and model stages stress matters
such as explainability, repeatability, and auditability, among other things.
In relation to stakeholder relationship strategies, the Model Framework considers
best practice approaches to internal communications, data subject interactions,
and interactions with other organisations. There is a particular emphasis on easy
understanding and testing communication systems.
While the Model Framework stresses its own limited scope, it follows
a clearly laid out overview of common concerns. In addition, there are
several case studies throughout the Model Framework, as well as Annexes
on AI principles and algorithm audits. ISAGO then supports practical
implementation of the Model Framework through a question, solution, and
checklist format.

The Toolkit highlights the following AI principles:
• Ethics – AI systems should be fair, transparent, accountable and
understandable
• Security – AI systems should be safe and secure, and should serve and
protect humanity
• Humanity – AI should be beneficial to humans and aligned with human
values, in both the long and short term
• Inclusiveness – AI should benefit all people in society, be governed
globally, and respect dignity and people's rights

Smart Dubai45, a Government office charged with facilitating a smart
transformation in Dubai, developed an initiative regarding AI principles and

The Toolkit's guidelines detail how these principles may be implemented
based on the core aims of making AI systems fair, accountable, transparent,
and as explainable as technically feasible. In particular, the guidelines
stress human oversight and that security should be a paramount concern
throughout an AI system lifecycle, from design to decommissioning. They
also consider issues such as ensuring that AI systems serve and benefit
humanity.

20
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The guidelines often separate the responsibilities of AI developers and AI
operators, although several suggested actions, such as discrimination impact
assessments, apply to both parties. In general, however, the guidelines
emphasise the interactions and different requirements of these parties.
Other key areas of focus in the guidelines include internal and external
auditing, ensuring fair processing in terms of consent, protection for
vulnerable groups, and mechanisms for contesting decisions, as well as
approaches to improve explainability and transparency. The guidelines
contain several case studies as a means of supplementing the suggested
actions. The self-assessment tool takes the form of an online interactive
questionnaire that is mapped against the guidelines and provides autogenerated results.
5. Hong Kong Ethical
Accountability Framework

Roles &
Responsibilities

In October 201849, the Hong
AI Principles
Kong Privacy Commissioner for
Personal Data ('PCPD') released
a commissioned report to the
Facilitating
Information Accountability
Rights
Foundation, the Ethical
Accountability Framework for
Explaining
Hong Kong, China50, as well as
Decisions
Data Stewardship Accountability,
Data Impact Assessments and Oversight Models51.

Risk
Management

Impact
Assessments

The PCPD's goal is to achieve ethical and fair processing of personal data
in advanced data processing activities, including AI, by 'fostering a culture
of ethical data governance and addressing the personal-data privacy
risks brought about by information and communications technology while
balancing the interests of all stakeholders.'
Three core 'data stewardship' values of data ethics apply when carrying
out advanced processing: Respectful, Beneficial, and Fair. The PCPD likens
the approach of data stewardship to other well-founded corporate social
responsibility areas.

'enhanced data stewardship accountability elements', drafted in association
with 20 Hong Kong organisations, that call for organisations to:
1. Define data stewardship values, develop them into guiding principles and
then translate them into organisational policies and practices for ethical
data processing;
2. Adopt 'ethics by design' to ensure that all stakeholders (e.g. individuals,
groups of individuals, and society as a whole) will gain from the data
processing activities;
3. Conduct Ethical Data Impact Assessments ('EDIAs') when advanced data
processing activities may impact people in a significant manner and/or
when only machines make data-enabled decisions automatically;
4. Conduct internal reviews to ensure proper implementation of Data
Stewardship Accountability Elements and EDIAs;
5. Be transparent about the data processing activities; and
6. Be ready to demonstrate the soundness of internal processes to the
regulators when data processing activities may impact people in a
significant manner52.
The supporting documentation provides additional guidance regarding
Model EDIAs which organisation can use to assess the impact of advanced
data processing activities. This includes a recommended process triage to
determine the type of assessment necessary for advanced data processing
activities.
The final aspect to the framework is the Process Oversight Model, which
examines how internal review processes, such as EDIAs, have been
implemented, and consists of questions related to seven sections:
1. Accountability for the oversight process
2. Translation of organisation values into principles and policies
3. Translation of organisational values into an 'ethics by design' program
4. Utilisation of the EDIA
5. Internal review process
6. Individual accountability system
7. Transparency of process53

Building on previous international guidance and the incorporation of the
accountability principle into the GDPR, the framework provides a set of
22
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