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Foreword

This document is a report of the National Cybersecurity Risk Assessment conducted and compiled by
the Zambia Information and Communication Technology Authority (ZICTA).

The objective of the exercise was to identify a national risk assessment framework of assets and
resources in critical sectors and organisations that could be vulnerable to cyber security intrusion, at-
tacks, hacking and destabilisation.

This report is a record of the study, assessment and hands-on practical application of the cyber secu-
rity workshop engagements for the exercise. It involved the use of critical methodologies, effort and
resource to analyse critical national and resource risks.

This report shall be used to drive cyber risk reduction initiatives and cyber strategy development.
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Executive Summary

ZICTA conducted Zambia’s first NCRA survey guestionnaire between January 18, 2022 and March 20,
2022. Organisations from across 10 sectors participated in the survey and identified 200 systems,
which they rated for cyber risk.

The quality of the survey response data was good, and suitable for analysis. The data has enabled the
generation of both national and sector views of cyber risk, cyber threat, impact and vulnerability.

Each system was assessed for risk based on likelihood and impact. And the initial analysis has identified
32 of the 200 CII systems in the highest risk zone, with a further 37 systems in the next highest risk
category. This forms Zambia’s first cyber risk asset register.

The most critical systems are in the Information & Communication, Banking & Finance and Healthcare
sectors, with 5 sectors having systems in the high-risk zone. ZICTA and appropriate Cll organisations
need to check the ratings for each of the systems, understand them better, and ideally identify and
take actions to reduce their risk levels.

As a national level threat summary, Cyber Criminals using Malware are the perceived biggest cyber
threats, with 4 threat vectors and actors being deemed of very high concern. At a sector level there
were some differences, with Accidents and Phishing being perceived to be more relevant to some
sectors than others.

The highest level of cyber vulnerabilities appear to be in the Government, Healthcare and Water sec-
tors, with the Organisation (Private) sector having the least. Overall, vulnerability ratings look a little on
the low side, possibly because few organisations like to admit to weaknesses, and/or have a distrust
of how that information will be used. Note that an increased level of openness is needed to ensure the
best possible insights.

At over 3% GDP, the Banking and Finance sector has the biggest potential total worst-case impact of
$2,351,244,000, with the Government sector reporting a potential $1,903,020,000 impact.

Overall, this is a very useful NCRA for Zambia and should lead to actions that will set Zambia on a more
focused path towards stronger national cyber security.
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1. Introduction
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This report is the result of Zambia Information and Communication Technology Authority (ZICTA) sur-
veying the owners of Critical Information Infrastructure (Cll), to deliver an initial picture of cyber security
risk to Critical Information Infrastructure (ClI).

The report presents the results of the analysis of the data provided by each participating organisation
in their responses to a questionnaire sent out by ZICTA. The survey questionnaire captures the charac-
teristics of each system that delivers a critical service. And the results for each system are aggregated
together to form sector wide and national risk pictures.

The analysis in this report covers the national picture and sector views for the Organisation (Private
Sector), Aviation, Banking & Finance, Energy, Government, Healthcare, Information & Communication,
Land Transport, Water and Education sectors. However, the overall objective applies to other sectorial
institutions pertinent to national Cyber Security.

No organisations or systems are named in this report, with the information being entirely anonymous.

This is to ensure organisation anonymity and encourage continued participation without fear of perse-
cution.
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2. The NCRA Process

A National Cyber Risk Assessment (NCRA) consists of an interactive self-assessment questionnaire,
with the capture of cyber-security risk through workshop-based activity and analysis. It has been de-
veloped from international and UK best practice; using risk and cyber ISO standards, and national
guidance for defending people and businesses against cyber-attacks. It is a repeatable process that is
tailored to the needs of each country.

The NCRA is relevant for national cyber security authorities who can use it to inform their national cy-
ber security strategy. For sector authorities who can use it to provide strategic assessments of cyber
defence readiness. And for individual organisations who can use it to provide insight on their risks to
operations.

The NCRA measures and analyses the national level of cyber risk. The findings are usually delivered
through a formal report that details risk impacts & likelihoods and an assessment of national capabil-
ity maturity. A set of recommended risk mitigations are included based on the risks identified. These
are tailored towards those organisations with high risk systems that would incur the highest national
impact. Advice is also provided on how to deliver those risk mitigations. Therefore, the NCRA helps a
country to prioritise its limited resources to build cyber defence capacity and capability.

The NCRA is done through a local National Authority for cybersecurity, with the first iteration often
done with limited assistance from a UK team. The National Authority identifies the essential stake-
holders and scopes the assessment process to meet national requirements. The UK team helps the
Authority with planning the first iteration, and access to the NCRA portal that contains guidance, tools
and training. No raw (non-anonymised) data is shared with the UK team, all data remains in Zambia and
is only accessed by authorised persons such as relevant Authority personnel.

There are four stages to a NCRA, these are: ‘Identification’ to agree the scope and senior sponsor;
‘Initiation’, to communicate the purpose to all stakeholders; ‘Implementation’, to conduct survey and
analysis; and finally, ‘Next steps’ where conclusions and actions are agreed.

Measure

Prioritise
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3. Data Quality Caveats

This is the first time that ZICTA has run a NCRA. Many Cll organisations have provided useful, compre-
hensive and realistic data. However, some have chosen not to respond, and others have provided data
that have gaps and discrepancies. If Zambia’s cyber champions are going to take substantial action
based on this NCRA e.g. create a realistic and appropriate cyber strategy, they must have high confi-
dence in the quality of the underlying data.

The NCRA analytic spreadsheet, into which all questionnaire responses are collated, has basic built-
in tests to assess data quality. These tests identify gaps, repeated information, and areas where the
responses may be at the wrong end of the questionnaire spectrum. As you can see from this example
(not related to this report), there can sometimes be room for data quality improvements.

The need for improved data quality is always to be expected. It takes time and repeated cyber risk as-
sessments for representatives of Cll organisation to improve their cyber assessment maturity and gain
confidence in how the data is going to be stored, processed and used.

Until everyone provides great quality data careful consideration of the processed results is needed.
And this should be borne in mind at all times when reviewing, drawing conclusions and identifying ac-
tions.

This report highlights where some revision of answers would be advisable.

n
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4. National Cyber Risk Posture

The following pages provide the first national cyber risk picture of Zambia’s exposure to cyber risk. And
provides an opportunity for ZICTA and the contributing Cll organisations to discuss and take action on
the preliminary findings.

Overall, there are a lot of useful insights and recommendations that can be extracted from the graphs
and charts (see list of recommendations at the end of this report).

However, there is room for improvement, especially around some aspects of data quality, where for in-
stance a re-calibration / normalisation of impacts to Cll systems would be a sensible activity. Therefore,
some results should be investigated further rather than accepted just at face value.

4.1. Distribution of CII Systems Susceptible to Cyber Risk

The Probability — Impact Grid is one of the most important outputs from the NCRA, as it highlights the
overall criticality of Zambia’s Cll systems. As can be seen, the grid contains 200 identified Cll systems
in a widespread from low risk to high risk.

National Probability Impact Grid (PIG)

5
4
Impact
Score 3
(1to b)
2
1

Likelihood Score (1to 5)

Figure 3: National probability — impact grid

Most importantly there are 32 Cll systems that are in the high risk ‘red’ zone. 5 sectors have systems
in the high-risk zone. Ideally all of these systems should be reviewed, along with those in the orange
zone just to make sure that they are not really in the red zone too. Furthermore, the systems identified
in yellow and green zones have a smaller national level impact but are still of great importance to the
organisations operating them. Note that this picture is typical of what would be expected for a national
level view of critical systems.

A detailed focus on addressing risk for all these systems in all sectors may be too much for Zambia to
achieve in a short time period. Therefore, a more detailed analysis should be done to understand the
specific risks to these systems, and which ones should be prioritised for remediation. This could be
done in concert with the findings from vulnerabilities, impacts, and existing national cyber improvement
objectives, to create a short list of systems where the cyber risk should be reduced.
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4.2, Threat Vectors in Zambia

The NCRA allows respondents to focus on the most critical cyber threat vectors. For Zambia, the great-
est perceived threat vectors are Malware and Phishing, which 6 sectors reported in their ‘top two’.

Potential harm done by threat vectors to critical assets

Phishing

Malware

Insiders

Supply chain

Other vector

Figure 4: National Threat Vectors

While it was expected to have Malware in among the highly rated threat vectors, it is interesting to see
how highly rated Phishing is as a threat vector across multiple sectors and organisations. It would be
useful to investigate whether Cll organisations in Zambia are being attacked via these threat vectors
and how many attacks are actually occurring.

4.3. Threat Actors in Zambia

The NCRA focuses on the most common cyber threat actors. As can be seen, the greatest threat actor
is the cyber criminals. It is therefore apparent that this is an actor type that Zambia needs to be taking
significant action to guard against. In some sectors such as Education, it is Accidents that is the main
issue.

Potential harm done by threat Actors to critical assets

State related

Accidents

Figure 5: National Threat Actors

While it was expected to have Cyber Criminals among the highly rated threat actors, It is interesting to
see how highly rated Accidents is as a threat actor in some sectors and organisations.
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4.4. Vulnerabilities in Zambia’s National CII
The vulnerabilities are based on the UK’s National Cyber Security Centre’s "10 Steps to Cyber Security’.
Without having good defences in place to reduce vulnerabilities assets are exposed to attacks.

At first glance, the data provided appears to show that Cll owning organisations in Zambia largely see
few major vulnerabilities in their assets. The red and orange present indicates some major weaknesses
in controls being used, and this is of great concern to Cll related systems that need to meet a high bar
when it comes to vu.

Assuming respondents have been a little coy about admitting vulnerabilities then using the information
in all but green zones, it is user education, malware prevention and network security that are the areas
of greatest vulnerability. And Zambia should focus on rectifying these.

Potential harm done by vulnerabilities to critical assests

Risk management

Secure configuration
Network security

Malware prevention
Removable media controls
User education

Manage user privileges
Incident management

Continuous monitoring

Home and mobile policy

Figure 6: National Vulnerabilities

4.5. Cyber Governance Posture

Cyber governance has become a hot topic worldwide, with boards of organisations held to account
for ensuring that, from the ‘top down’, cyber security is being managed. As many banks and telcos are
international and have strong cyber security approaches, it is not surprising to see that cyber govern-
ance is either OK or very good across those organisations.

The graphics below show the prominence and responsibilities of cyber security across the Organisation
(Private Sector), Aviation, Banking & Finance, Energy, Government, Healthcare, Information & Commu-
nication, Land Transport, Water, Food and Education sectors. It is clear, that as a minimum, there is a
requirement to look at future initiatives to help these sectors to reinforce cyber security governance.
Improvements should be focused at the board level and downwards to ensure that cyber training,
cyber risk registers, cyber roles and responsibilities, etc., are in place and being properly executed.
However, as this is such an important area to get right, it would probably benefit Zambia if all the organ-
isations in the OK zone received a boost or focused on this, and all the organisations ‘no’ zone received
guidance on how to assign responsibility for systems.
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Prominence of cyber security in sector (measured by unique organisation)
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m Cyber security prominence is poor

Figure 7: National Cyber Governance — Cyber Security Prominence

Clarity of cyber security responsibilities (counted by system)
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Figure 8: National Cyber Governance — Cyber Security Responsibilities
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4.6. Impact of Cyber Risk on the GDP Of Zambia

The finances of any country are hugely important to its continued prosperity and functioning opera-
tions. Cyber-attacks can have a huge impact on the direct and indirect cash reserves and the longer-
term ability for a country to acquire and service debts. The NCRA gquestionnaire asks organisations to
determine GDP impact based on their realistic worst-case scenario for that system. The GDP impact
analytic assumes that ALL worse case scenarios happen simultaneously, so the results may be exag-
gerated but very often dependencies are not well understood so chain-reaction impacts could occur.
Please treat this as a guide rather than an absolute.

Approximate potential GDP impact by sector
Aviation | $3,864,000
Organisation (Private Sector) | $9,660,000
Water | $11,692,000
Education | $17,388,000

Land Transport J $19,320,000

Energy $202,860,000

Information & Communication $488,796,000

Healthcare $989,184,000

Government

$1,903,020,000

Banking & Finance $2,351,244,000

$

o

$500,000,000 $1,000,000,000 $1,600,000,000 $2,000,000,000 $2,600,000,000

Figure 9: National GDP Impact by Sector

The GDP of Zambia is around $19,320,000,000. The greatest cyber system impacts to GDP would

happen from the Banking & Finance sector with a $2,351,244,000 impact and Government sector with
a $1,903,020,000.

Overall, it is likely that Zambia is exposed to somewhere between 0.01% and 12.17% of its GDP if a sig-
nificant cyber-attack affected many organisations for a sustained period.
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4.7. Impact of Cyber Risk On Critical Services

Impacts are not just limited to money, with critical services affected from cyber-attacks in other sectors.
Although the Banking & Finance, Private (Organisation) and Government sectors would be severely im-
pacted, cyber-attack impacts in Zambia would affect many other sectors, with Healthcare, Information
& Communication and energy to mention a few all taking significant hits.

Critical systems by sector and risk zone

Education
Water

Land Transport

Information & Communication

Healthcare

Government

Energy

Banking & Finance

Aviation

Organisation (Private Sector)

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Figure 10: Impact to Critical Sectors / Services

It is recommended that Zambia investigate the dependencies between the various systems in each
sector to understand how a cyber-attack would propagate and disrupt these other sectors’ systems.
A follow-on exercise should then be conducted to understand how those impacts could be mitigated.
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4.8. Use of Threat Intelligence

Cyber attackers often appear to have an advantage as they attack globally and often indiscriminately,
gaining access to systems, money and data. However, the advantage is largely with the defender and
owner of the Cll, and the use of threat intelligence is one method to take back control.

There are many sources of threat intelligence from open source, community sharing to commercial
offerings; with low to high frequency updates; and low to high quality information available.

The organisations in Zambia appear to have a medium to high perception of threat intelligence impor-
tance, and do not perceive such information to be of critical value. Moreover, based on the submissions,
some organisations do adequately make consultation with experts on threat intelligence. However, it
appears that most organisations in the Education, Land Transport, Aviation and Healthcare sectors
are using threat intelligence below the level needed to properly understand and mitigate their cyber
threats; with Land & Transport organisations at a distinct disadvantage.

Threat intelligence versus calculated threat level.
Ideally Blue should be at least as high as Red.
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Figure 11: Threat Intelligence Versus Calculated Threat Level—Ideally blue should be at least as high as red

The Private (Organisation), Aviation, Energy, Healthcare, Land & Transport and Education sectors are
in the severe danger zone and will remain there if they do not make significantly better use of various
threat intelligence approaches immediately. The Banking & Finance sector is in the danger zone, while
the Government, Water and Information & Communication sectors are in the warning zone and should
consider additional threat intelligence usage.
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5. Cyber Risk Posture in Critical Sectors:
Private (Organisation) Sector

These are the analysed results and comments related to the Private (Organisation) Sector CIl organi-
sations. Overall there are no Private (Organisation) Sector Cll systems in the high-risk zone, that cyber
criminals could attack using phishing, through a range of vulnerabilities including weaknesses in user
education. The impacts are minimal with a GDP impact of $9,660,000 and disruption to other organi-
sations in the Banking & Finance sector.

5.1. Threat Vectors of Concern to the Private (Organisation) Sector

Potential harm by threat vectors to critical assests: sector

Phishing

Malware

Insiders

I

Supply chain

Other Vector's rating ‘

Figure 13: Private (Organisation) Sector’s Threat Vectors

The greatest cyber threat vectors to Private (Organisation) Sector Cll systems are phishing and mal-
ware.

These should be investigated further with analysis of roles, processes, info and tools that could be used
to reduce the threat from these vectors.

5.2. Threat Actors of Concern to the Private (Organisation) Sector

The greatest cyber threat vectors to Private (Organisation) Sector Cll systems are phishing and mal-
ware.

These should be investigated further with analysis of roles, processes, info and tools that could be used
to reduce the threat from these vectors.
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5.2. Threat Actors of Concern to the Private (Organisation) Sector

Potential harm by threat actors to critical assests: sector

Hacktivists _
State related
]

Accidents

Figure 14: Private (Organisation) Sector’s Threat Actors

By far the greatest cyber threat actor to Private (Organisation) Sector Cll systems is Cyber Criminals,
with Accidents a slightly lesser concern.

The Private (Organisation) Sector’s organisations should review the susceptibility of their systems to
Cyber Criminals and determine how to detect and deter.

5.2. CII Vulnerabilities in the Private (Organisation) Sector

Potential harm via vulnerabilities to critical assets: sector

Risk management

Secure configuration
Network security

Malware prevention
Removable media controls
User education

Manage user privileges
Incident management
Continuous monitoring

Home and mobile policy

Figure 15: Private (Organisation) Sector’s Vulnerabilities

The Private (Organisation) Sector appears exposed to exploits in user education, and home & mobile
policy.

Private (Organisation) sector organisations should work on closing these weaknesses first, and then
network security, incident management and continuous monitoring.
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5.4. Impact of Private (Organisation) Sector Cyber
Risks on Critical Services

Cyber impacts on other sectors: by specific sector

Organisation (Private Sector)
Aviation

Banking & Finance. |

Energy

Government

Healthcare

Information & Communication
Land Transport
Manufacturing

Media

Security & Emergency
Water

Food

Education

Mining

Figure 16: Sectors Impacted by Disruption in Private (Organisation) sector

The impacts from Private (Organisation) sector systems to other sectors are low to medium high with
disruption to a low range of systems in other sectors.

It would be useful for Private (Organisation) sector organisations to understand their dependencies
with systems in other Banking & Finance organisations. And then work out how follow-on impacts could
be minimised.

21
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6. Cyber Risk Posture in Critical
Sectors: Aviation Sector

These are the analysed results and comments related to the Aviation Sector Cll organisations. Overall
there are no Aviation Sector Cll systems in the high-risk zone that Cyber Criminals and Cyber Terrorists
could attack using phishing and malware, through a range of vulnerabilities including weaknesses in risk
management, secure configuration, network security and incident management. The impacts are quite
minimal with a GDP impact of $3,864,000 and disruption to other organisations in the Private (Organi-
sation), Government and Land Transport sectors.

6.1. Threat Vectors of Concern to the Aviation Sector

Potential harm by threat vectors to critical assests: sector

Phishing
Malware
Insiders

Supply chain

Other Vector's rating

Figure 18: Aviation Sector’s Threat Vectors

The greatest cyber threat vectors to Aviation sector Cll systems are Malware and Phishing.

These should be investigated further with analysis of roles, processes, info and tools that could be used
to reduce the threat from these vectors.

6.2. Threat Actors of Concern to The Aviation Sector

The greatest cyber threat vectors to Aviation sector Cll systems are Malware and Phishing.

These should be investigated further with analysis of roles, processes, info and tools that could be used
to reduce the threat from these vectors.

Potential harm by threat actors to critical assests: sector

Cyber criminals

Hacktivists
State related

Accidents

Cyber terrorists I

Figure 19: Aviation Sector’s Threat Actors

By far the greatest cyber threat actor to Aviation sector Cll systems are Cyber Criminals and Cyber
Terrorists, with Hacktivists, State Related and Accidents a slightly lesser concern.

The Aviation sector’s organisations should review the susceptibility of their systems to Cyber
Criminals and Cyber Terrorists and determine how to detect and deter.
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6.3. CII Vulnerabilities in the Aviation Sector

Potential harm via vulnerabilities to critical assets: sector

Risk management

Secure configuration
Network security

Malware prevention
Removable media controls
User education

Incident management

Continuous monitoring

I I I I

Figure 20: Aviation sector’s Vulnerabilities

The Aviation sector appears exposed to exploits in risk management, secure configuration, network
security and incident management.

Aviation sector organisations should work on closing these weaknesses first, and then malware preven-
tion, removable media controls, user education and home and mobile policy.

23
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6.4. Impact of Aviation Sector Cyber Risks on Critical Services

Cyber impacts on other sectors: by specific sector

Organisation (Private Sector)
Aviation

Banking & Finance

Energy

Government

Healthcare

Information & Communication
Land Transport
Manufacturing

Media

Security & Emergency
Water

Food

Mining

Figure 21: Sectors Impacted by Disruption in Aviation sector

The impacts from Aviation sector systems to other sectors are low to medium high with disruption to
a low range of systems in other sectors.

It would be useful for Aviation sector organisations to understand their dependencies with systems in
other Private (Organisation), Banking & Finance, Government and Land Transport sectors. And then
work out how follow-on impacts could be minimised.

24
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7. Cyber Risk Posture in Critical Sectors:
Banking & Finance Sector

These are the analysed results and comments related to the Banking & Finance Sector Cll organisations.
Overall there are 11 Banking & Finance Sector Cll systems in the high-risk zone, that Cyber Criminals
could attack using Phishing, through a range of vulnerabilities including weaknesses in user education.
The impacts are quite significant with a GDP impact of $2,351,244,000 and disruption to other organi-
sations in the Private (Organisation), Government and Information & Communication sectors.

7.1. Threat Vectors of Concern to the Banking & Finance Sector
Potential harm by threat vectors to critical assests: sector
Phishing
Malware
Insiders
Supply chain

Other Vector's rating

The greatest cyber threat vectors to Banking & Finance sector Cll systems are Malware and Phishing.

These should be investigated further with analysis of roles, processes, info and tools that could be used
to reduce the threat from these vectors.

7.2. Threat Actors Of Concern to the Banking and Finance Sector

Potential harm by threat actors to critical assests: sector

Cyber terrorists _

Hacktivists _
State related

- 1

Accidents

Figure 24: Banking & Finance Sector’s Threat Actors

25
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7.3. CII Vulnerabilities in the Banking & Finance Sector

Potential harm via vulnerabilities to critical assets: sector

Risk management

Secure configuration
Network security

Malware prevention
Removable media controls
User education

Manage user privileges
Incident management
Continuous monitoring

Home and mobile policy

Figure 25: Banking & Finance Sector’s Vulnerabilities

The Banking & Finance sector appears exposed to significant weaknesses in user education,
manage user privileges and secure configurations.

Banking & Finance sector organisations should work on closing these weaknesses first, and
then network security, continuous monitoring and risk management.

7.4. Impact of Banking and Finance Sector Cyber Risks on
Critical Services

Cyber impacts on other sectors: by specific sector

Organisation (Private Sector)
Aviation

Banking & Finance

Energy

Government

Healthcare

Information & Communication
Land Transport
Manufacturing

Media

Security & Emergency
Water

e R I N N A A

wong |

Figure 26: Sectors Impacted by Disruption in Banking & Finance Sector

The impacts from Banking & Finance sector systems to other sectors are low to medium high with dis-
ruption to a wide range of systems in other sectors.

It would be useful for Banking & Finance sector organisations to understand their dependencies with
systems in other organisations in all the other sectors. And then work out how follow-on impacts could
be minimised.

26
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8. Cyber Risk Posture in Critical Sectors:
Energy Sector

These are the analysed results and comments related to the Energy Sector Cll organisations.
Overall there are no Cll systems in the high-risk zone, that Cyber Criminals could attack using
Malware, through a range of vulnerabilities including weaknesses in Malware Prevention. The
impacts are quite minimal with a GDP impact of $202,860,000 and disruption to other

8.1. THREAT VECTORS OF CONCERN TO THE ENERGY SECTOR

Potential harm by threat vectors to critical assests: sector

Phishing

Malware

Insiders

Supply chain

Other Vector's rating

Figure 28: Energy Sector’s Threat Vectors

The greatest cyber threat vectors to Energy sector Cll systems are Malware and Phishing.

These should be investigated further with analysis of roles, processes, info and tools that
could be used to reduce the threat from these vectors.

8.2. Threat Actors of Concern to the Energy Sector

Potential harm by threat actors to critical assests: sector

Cyber criminals
Cyber terrorists
Hacktivists
State related

Accidents

Figure 29: of Energy Sector’s Threat Actors
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8.3. CII Vulnerabilities in the Energy Sector

Potential harm via vulnerabilities to critical assets: sector

Risk management

Secure configuration
Network security

Malware prevention
Removable media controls
User education

Manage user privileges
Incident management
Continuous monitoring

Home and mobile policy

Figure 30: Energy Sector’s Vulnerabilities

The Energy sector appears exposed to exploits in malware prevention.

Energy sector organisations should work on closing these weaknesses first, and then risk management,
secure configuration, removable media controls and incident management.

8.4. Impact of Energy Sector Cyber Risks on Critical Services

Cyber impacts on other sectors: by specific sector

Organisation (Private Sector)
Aviation
Banking & Finance
Enerqgy
Government
Healthcare
Information & Communication
Land Transport
Manufacturing
Media
Security & Emergency
Water
|

Education # ‘

wng ||

Figure 31: Sectors Impacted by Disruption in Energy Sector

The impacts from Energy sector systems to other sectors are low to medium high with disruption to a
medium range of systems in other sectors.

It would be useful for Energy sector organisations to understand their dependencies with systems in
other organisation in the Private (Organisation), Government, Information & Communication, Security
and Emergency, Water and Mining sectors. And then work out how follow-on impacts could be mini-
mised.

28
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9. Cyber Risk Posture in Critical
Sectors: Government Sector

These are the analysed results and comments related to the Government sector Cll organisations.
Overall there is 1 Government sector Cll systems in the high-risk zone, that Cyber Criminals could attack
using Malware, through a range if vulnerabilities including weaknesses in removable media controls. The
impacts are quite significant with a GDP impact of $1,903,020,000 and disruption to other organisa-
tions in the Information & Communication, Security and Emergency and Healthcare sectors.

9.1. Threat Vectors Of Concern To The Government Sector

Potential harm by threat vectors to critical assests: sector
Phishing
Malware

Other Vector's rating

Figure 33: Government Sector’s Threat Vectors

The greatest cyber threat vectors to Government sector Cll systems are Malware and Phishing.

These should be investigated further with analysis of roles, processes, info and tools that could be used
to reduce the threat from these vectors.

9.2. Threat Actors of Concern to the Government Sector

Potential harm by threat actors to critical assests:

sector
Cyber criminals |
Cyber terrorists I
Hacktivists ]
State related
Accidents | —\\\

Figure 34: Government Sector’s Threat Actors

By far the greatest cyber threat actor to Government sector Cll systems is Cyber Criminals, with State
Related a slightly lesser concern.

The Government sector’s organisations should review the susceptibility of their systems to Cyber Crim-

inals and determine how to detect and deter.
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9.3. CII Vulnerabilities in the Government Sector

Potential harm via vulnerabilities to critical assets: sector

Risk management
Secure configuration
Network security
Malware prevention

Removable media controls
User education

Manage user privileges
Incident management
Continuous monitoring
Home and mobile policy

Figure 35: Government Sector’s Vulnerabilities

The Government sector appears exposed to extreme weaknesses in incident management, malware
prevention, network security, managing user privileges, and removable media controls.

Government sector organisations should work on closing these weaknesses first, and then network
security, user education and continuous monitoring.

9.4. Impact of Government Sector Cyber Risks on Critical Services

Cyber impacts on other sectors: by specific sector

Organisation (Private Sector)
Aviation

Banking & Finance

Energy

Government

Healthcare
Information & Communication ;

Land Transport
Manufacturing [
Media
Security & Emergency |
Water
Food ‘ ‘
Education
Mining

Figure 36: Sectors Impacted by Disruption in Government Sector

The impacts from Government sector systems to other sectors are low to medium high with disruption
to a wide range of systems in other sectors.

It would be useful for Government sector organisations to understand their dependencies with systems
in other organisations in all sectors. And then work out how follow-on impacts could be minimised.
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10. Cyber Risk Posture in Critical Sectors:
Healthcare Sector

These are the analysed results and comments related to the Healthcare sector Cll organisations. Over-
all there are 6 Healthcare sector Cll systems in the high-risk zone, that Cyber Criminals could attack
using Malware, through a range of vulnerabilities including weaknesses in removable media controls
and malware prevention. The impacts are quite significant with a GDP impact of $989,184,000 and
disruption to other organisations in the Government, Information & Communication and Private (Organ-
isation) sectors.

10.1. Threat Vectors of Concern to the Healthcare Sector

Potential harm by threat vectors to critical assests: sector
Phishing
Malware

Insiders

Supply chain

Other Vector's rating

Figure 38: Healthcare Sector’s Threat Vectors

The greatest cyber threat vectors to Healthcare sector Cll systems are Malware and Phishing.

These should be investigated further with analysis of roles, processes, info and tools that could be used
to reduce the threat from these vectors.

10.2. Threat Actors of Concern to the Healthcare Sector

Potential harm by threat actors to critical assests: sector

Cyber terrorists _

Hacktivists _
State related

I

Accidents

Figure 39: Healthcare Sector’s Threat Actors
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By far the greatest cyber threat actor to Healthcare sector Cll systems is Cyber Criminals, with Hack-
tivists a slightly lesser concern.

The Healthcare sector’s organisations should review the susceptibility of their systems to Cyber Crimi-
nals and determine how to detect and deter.

10.3. CII Vulnerabilities in the Healthcare Sector

Potential harm via vulnerabilities to critical assets: sector

Risk management

Secure configuration
Network security

Malware prevention
Removable media controls
User education

Manage user privileges
Incident management
Continuous monitoring

Home and mobile policy

Figure 40: Healthcare Sector’s Vulnerabilities

The Healthcare sector appears exposed to extreme weaknesses in removable media controls, malware
prevention and network security.

Healthcare sector organisations should work on closing these weaknesses first, and then continuous
monitoring, risk management and user education.

10.4. Impact of Healthcare Sector Cyber Risks on Critical Services

Cyber impacts on other sectors: by specific sector

Organisation (Private Sector)
Aviation

Banking & Finance

Enerqgy

Government

Healthcare

Information & Communication
Land Transport
Manufacturing

Media

Security & Emergency
Water

Food

Education

Mining

Figure 41: Sectors Impacted by Disruption in Healthcare Sector

The impacts from Healthcare sector systems to other sectors are low to medium high with disruption
to a wide range of systems in other sectors.

It would be useful for Healthcare sector organisations to understand their dependencies with systems
in other organisations of all sectors. And then work out how follow-on impacts could be minimised.
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11. Cyber Risk Posture in Critical Sectors:
Information & Communication Sector

These are the analysed results and comments related to the Information & Communication sector ClI
organisations. Overall there are 13 Information & Communication sector Cll systems in the high-risk zone,
that Cyber Criminals could attack using malware and phishing, through a range of vulnerabilities includ-
ing weaknesses in user education. The impacts are quite minimal with a GDP impact of $488,796,000
and disruption to other organisation in the Private (Organisation), Government and Banking & Finance
sectors.

11.1. Threat Vectors of Concern to the Information & Communication Sector

Potential harm by threat vectors to critical assests: sector

Phishing

Malware

Insiders

Supply chain

Other Vector's rating

Figure 43: Information & Communication Sector’s Threat Vectors

The greatest cyber threat vectors to Information & Communication sector Cll systems are Malware and
Phishing.

These should be investigated further with analysis of roles, processes, info and tools that could be used
to reduce the threat from these vectors.

33

National Cyber Risk Assessment Report



11.2. Threat Actors of Concern to the Information and Communication Sector

Potential harm by threat actors to critical assests: sector

Cyber criminals .
Cyber terrorists I
Hacktivists ]
State related

Accidents |

Figure 44: Information & Communication Sector’s Threat Actors

By far the greatest cyber threat actor to Information & Communication sector Cll systems is Cyber

Criminals, with Cyber Terrorists a slightly lesser concern.

The Information & Communication sector’s organisations should review the susceptibility of their sys-

tems to Cyber Criminals and determine how to detect and deter.

11.3. CII VULNERABILITIES IN THE INFORMATION & COMMUNICATION SECTOR

Potential harm via vulnerabilities to critical assets: sector

Risk management

Secure configuration
Network security

Malware prevention
Removable media controls
User education

Manage user privileges
Incident management
Continuous monitoring

Home and mobile policy

Figure 45: Information & Communication Sector’s Vulnerabilities

The Information & Communication sector appears exposed to exploits in user education, malware
prevention and network security.

Information & Communication sector organisations should work on closing these weaknesses first,
and then secure configuration, continuous monitoring and incident management.
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11.4. Impact of Information & Communication Sector Cyber Risks on Critical Services

Potential harm via vulnerabilities to critical assets: sector

Risk management

Secure configuration

Network security

Malware prevention

Removable media controls

User education

Manage user privileges

Incident management

ifi

Continuous monitoring

Home and mokbile policy

Figure 46: Sectors Impacted by Disruption in Information & Communication Sector

The impacts from Information & Communication sector systems to other sectors are low to medium
high with disruption to a wide range of systems in other sectors.

It would be useful for Information & Communication sector organisations to understand their depend-
encies with systems in other organisations in all other sectors. And then work out how follow-on im-
pacts could be minimised.
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12. Cyber Risk Posture in Critical Sectors:
Land and Transport Sector

These are the analysed results and comments related to the Land & Transport sector Cll organisations.
Overall there is 1 Land & Transport sector Cll system in the high-risk zone, that Cyber Criminals could
attack using Malware and Insiders, through a range if vulnerabilities including weaknesses in malware
prevention. The impacts are minimal with a GDP impact of $19,320,000 and disruption to other organ-
isations in the Aviation and Manufacturing sectors.

12.1. Threat Vectors of Concern to the Land and Transport Sector

Potential harm by threat vectors to critical assests: sector
Phishing
Malware

Inicrs [—

Supply chain

Other Vector's rating ‘

Figure 48: Land & Transport Sector’s Threat Vectors

The greatest cyber threat vectors to Land & Transport sector Cll systems are Malware and Insiders.

These should be investigated further with analysis of roles, processes, info and tools that could be used
to reduce the threat from these vectors.

12.2. Threat Actors of Concern to the Land and Transport Sector

Potential harm by threat actors to critical assests: sector

Oyber criminas e

Cyber terrorists ]

Hacktivists s
State related

I

Accidents

Figure 49: Land & Transport Sector’s Threat Actors

By far the greatest cyber threat actor to Land & Transport sector Cll systems is Cyber Criminals, with
State Related and Accidents a slightly lesser concern.

The Land & Transport sector’s organisations should review the susceptibility of their systems to Cyber
Criminals and determine how to detect and deter.
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12.3. CII Vulnerabilities in the Land & Transport Sector

Potential harm via vulnerabilities to critical assets: sector

Risk management

Secure configuration
Network security

Malware prevention
Removable media controls
User education

Manage user privileges
Incident management
Continuous monitoring

Home and mobile policy

Figure 50: Land & Transport Sector’s Vulnerabilities

The Land & Transport sector appears exposed to exploits in malware prevention.

Land & Transport sector organisations should work on closing these weaknesses first, and then risk
management, network security, incident management and continuous monitoring.

12.4. Impact of Land and Transport Sector Cyber Risks on Critical Services

Cyber impacts on other sectors: by specific sector

Organisation (Private Sector)
Aviation
Banking & Finance
Energy
Government
Healthcare
Information & Communication
Land Transport
Manufacturing
Media
Security & Emergency
Water
\ \ |
Education

wea| L

Figure 51: Sectors Impacted by Disruption in Land & Transport Sector

The impacts from Land & Transport sector systems to other sectors are of medium significance with
disruption to a low range of systems in other sectors.

It would be useful for Land & Transport sector organisations to understand their dependencies with

systems in other organisations in the Aviation and Manufacturing sector. And then work out how fol-
low-on impacts could be minimised.
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13. Cyber Risk Posture in Critical Sectors:
Water Sector

These are the analysed results and comments related to the Water sector Cll organisations. Overall
there are no Water sector Cll systems in the high-risk zone, that Cyber Criminals could attack using
Malware, through a range if vulnerabilities including weaknesses in user education. The impacts are
minimal with a GDP impact of $11,592,000 and disruption to other organisations in the Mining, Private
(Organisation) and Government sectors.

13.1. Threat Vectors of Concern to the Water Sector
Potential harm by threat vectors to critical assests: sector
Phishing
Malware

Other Vector's rating

Figure 53: Water Sector’s Threat Vectors

The greatest cyber threat vectors to Water sector Cll systems is Malware.

These should be investigated further with analysis of roles, processes, info and tools that could be used
to reduce the threat from these vectors.

13.2. Threat Actors of Concern to the Water Sector

Potential harm by threat actors to critical assests: sector

Cyber terrorists _

Hacktivists _
State related

]

Accidents

Figure 54: Water Sector’s Threat Actors
By far the greatest cyber threat actor to Water sector Cll systems is Cyber Criminals, with Cyber Ter-
rorists, Hacktivists, Sate Related and Accidents a slightly lesser concern.

The Water sector’s organisations should review the susceptibility of their systems to Cyber Criminals
and determine how to detect and deter.
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13.3. CII Vulnerabilities in the Water Sector

Potential harm via vulnerabilities to critical assets: sector

Risk management

Secure configuration
Network security

Malware prevention
Removable media controls
User education

Manage user privileges
Incident management
Continuous monitoring

Home and mobile policy

Figure 55: Water Sector’s Vulnerabilities

The Water sector appears exposed to exploits in user education, secure configuration and continuous
monitoring.

Water sector organisations should work on closing these weaknesses first, and then malware preven-
tion and risk management.

13.4. Impact of Water Sector Cyber Risks on Critical Services

Cyber impacts on other sectors: by specific sector

Organisation (Private Sector)
Aviation
Banking & Finance
Energy
Government
Healthcare
Information & Communication
Land Transport
Manufacturing
Media
Security & Emergency
Water
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Figure 56: Sectors Impacted by Disruption in Water Sector

The impacts from Water sector systems to other sectors are low to medium high with disruption to a
medium range of systems in other sectors.

It would be useful for Water sector organisations to understand their dependencies with systems in
other organisations of Mining, Food, Manufacturing, Information & Communication, Healthcare, Govern-
ment, Aviation and Private (Organisation) sector. And then work out how follow-on impacts could be
minimised.

National Cyber Risk Assessment Report 39



14. Cyber Risk Posture in Critical Sectors: Water Sector

These are the analysed results and comments related to the Education sector Cll organisations. Overall
there are no Education sector Cll systems in the high-risk zone, that Cyber Criminals and Accidents
could attack using Insiders and Malware, through a range of vulnerabilities including weaknesses in
network security, incident management and continuous monitoring. The impacts are minimal with a
GDP impact of $17,388,000 and disruption to other organisations in the Private (Organisation) and
Government.

14.1. Threat Vectors of Concern to the Education Sector

Potential harm by threat vectors to critical assests: sector
Phishing
Malware

Insiders

Supply chain _
| | |

Other Vector's rating

Figure 58: Education Sector’s Threat Vectors

The greatest cyber threat vectors to Education sector Cll systems are Insiders.

These should be investigated further with analysis of roles, processes, info and tools that could be used
to reduce the threat from these vectors.

14.2. Threat Actors of Concern to the Education Sector

Potential harm by threat actors to critical assests: sector

Cyber criminals

Hacktivists
State related

Accidents

Oyberterroriss I

Figure 59: Education Sector’s Threat Actors

By far the greatest cyber threat actor to Education sector Cll systems is Accidents, with Cyber Crimi-
nals a slightly lesser concern.

The Education sector’s organisations should review the susceptibility of their systems to Accidents and
determine how to detect and deter.
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14.3. CII Vulnerabilities in the Education Sector

Potential harm via vulnerabilities to critical assets: sector

Risk management

Secure configuration
Network security

Malware prevention
Removable media controls
User education

Manage user privileges
Incident management
Continuous monitoring

Home and mobile policy

Figure 60: Education Sector’s Vulnerabilities

The Education sector appears exposed to exploits in continuous monitoring, incident management and
network security.

Education sector organisations should work on closing these weaknesses first, and then risk manage-
ment, secure configuration and malware prevention.

14.4. Impact of Education Sector Cyber Risks on Critical Services
Cyber impacts on other sectors: by specific sector

Organisation (Private Sector)
Aviation

Banking & Finance
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Government
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Figure 61: Sectors Impacted by Disruption in Education Sector

The impacts from Education sector systems to other sectors are low to medium high with disruption to
a medium range of systems in other sectors.

It would be useful for Education sector organisations to understand their dependencies with systems
in other organisations in the Information & Communication, Healthcare, Government, Energy, Banking
& Finance and Private (Organisation) sectors. And then work out how follow-on impacts could be min-
imised.
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Recommendations

This section draws together the various recommendations in the report that should be considered as
immediate actions. Each recommendation clearly articulates whether it is for Cll organisations, a ClI
sector, ZICTA, or some joint activity. Recommendations presented here will be taken forward for review
in Zambia’s next cyber strategy, and existing and new cyber capability and capacity building projects /
initiatives as necessary.

Recommendation 1:

Cll organisations should check the ratings for each of the systems, understand them better, and ideally
identify and take actions to reduce their risk levels. This applies to all in the red (highest) and orange
(second highest) risk zones. This could be done in concert with the findings from vulnerabilities, im-
pacts, and existing national cyber improvement objectives, to create a short list of systems where the
cyber risk must be reduced immediately. It is recommended that the Authority works in partnership with
those organisations owning the most critical systems to help develop minimum standards for enhanced
cyber security. Note that this could be through (a) reductions in impact, possibly through redesign of
the ‘reach’ of systems; and through (b) the likelihood of attack, through improvements in control usage
and other vulnerability reductions.

Recommendation 2:

Cll organisations should do more individual organisation analysis to understand how each actor type is
going to attack their Cll systems. This should include enhanced use of threat intelligence, cyber-attack
simulations/exercises, and analysis of their logs for signs of reconnaissance, probing and exploits. Con-
sider also the establishment of secure cyber information sharing mechanisms for organisations within
and across sectors. This could be via a central platform, or be based on organisation-to-organisation
relationships and secure messaging apps e.9. Signal, Telegram, etc.

Recommendation 3:

Cll organisations should reduce specific vulnerabilities. A standard package of advice and guidance
based on the Cyber Security Baseline Controls Guideline, system audit/testing and adopting minimum
cyber security standards should all be considered. Ultimately, Cll organisations should be setting the
standard for cyber security amongst businesses, with minimal vulnerabilities, and use of rigorous con-
trol regimes.

Recommendation 4

Cll organisations should from the board level downwards improve their cyber governance e.g. ensure
that cyber training, cyber risk registers, cyber roles and responsibilities, etc., are in place and being
properly executed. This will improve user responses and reduce accidents.

Recommendation 5:

Cll organisations should investigate the dependencies between the various systems in each sector, to
understand how a cyber-attack would propagate and disrupt other sectors’ systems. Then understand
how much impact this causes and how it can be reduced.

Recommendation 6:
The Authority will consider undertaking the following:

Engaging directly with some of the Cll organisations to help them understand their cyber security
risk. And where necessary improve the quality of the survey data e.g. by providing more discerning
and effective responses to NCRA questions. Until this is done, results should be interpreted with
care and not just at face value. This is especially the case with organisations that have not differenti-
ated their answers between their systems; those responses that look a little optimistic with respect
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to vulnerabilities; and those that have based answers on perceptions rather than logs / real data.

Developing a nationally led programme of testing and exercising beginning with the most critical
systems. This could include carefully controlled penetration testing on reference and production
systems.

Revisiting the national picture on cyber skills, awareness and training to assess the validity of the
optimistic picture given by this initial survey. Grow a cadre of trusted advisors who can, on a 1-2-1
basis, work with organisations to help them complete future year NCRAs. Also use these skills (via
training) to test knowledge of responses to phishing attacks, reviews of secure configurations, and
understanding of cyber issues.

Prioritising working with the Aviation, Education, Healthcare, Private (Organisation) and Energy sec-
tors to improve their access to, and use of, relevant threat intelligence.

Conducting the NCRA annually and should work to have more organisations and sectors participate
in the NCRA, to ensure a truer national picture of risks and impact to Cll in Zambia and ensure ClI
improved security.

For organisations with high impacts, determining whether they are all using similar technologies/
manufacturers that could lead to multiple simultaneous system failures in many organisations from
a particular cyber-attack vector.

Checking the sectors that have a lower number of system than expected, to determine the overall
participation rate and ensure all necessary organisations commit to future NCRA processes. It is also
necessary to check that the systems recorded are the most critical.
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Appendices

Appendix A: List of Abbreviations

ZICTA: Zambia Information and Communication Technology Authority
ClI: Critical Information Infrastructure

GDP: Gross Domestic Product (aka revenue of a country)

NCRA: National Cyber Risk Assessment
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