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Introduction

5

The General Data Protection Regulation (Regulation (EU) 2016/679) ('GDPR') and the Federal Law of 27 July 2006 No. 152-FZ on 
Personal Data ('the Law on Personal Data') both aim to guarantee protection for individuals' personal data and apply to organisations 
that collect, use, or share such data.

In particular, both laws share similar provisions, for example, in relation to legal basis for processing. Under both the GDPR and the 
Law on Personal Data, data processing shall only be lawful if the data subject has given consent to processing, where processing is 
necessary for the performance of a contract, as well as for compliance with a legal obligation, among other things. In addition, the 
GDPR and the Law on Personal Data both outline fairly consistent cross-border data transfers obligations, providing that such transfers 
only take place to countries ensuring an adequate level of protection. Moreover, both laws are fairly consistent in relation to the 
appointment of a data protection officer ('DPO').

However, the Law on Personal Data differs from the GDPR in some significant ways, particularly with regard to definitions, controller 
and processor obligations, and territorial scope. Where the GDPR provides for the definition of both data controller and processor, 
the Law on Personal Data only refers to operators. The GDPR also grants special protection to children's personal data and sets out 
the minimum age of consent with regard to information society services, as well as appropriate measures for providing information to 
children. The Law on Personal Data does not grant special protection to children's personal data or outline similar specific requirements 
on the same.

Unlike the GDPR, the Law on Personal Data does not provide particular provisions on territorial scope. The GDPR outlines specific 
provisions on extraterritorial scope and applies to the processing of personal data of data subjects who are in the EU by a controller or 
processor not established in the EU, where the processing activities are related to the offering of goods or services or the monitoring 
of behaviour.

The GDPR and the Law on Personal Data also differ greatly in terms of penalties, both financial and otherwise. The GDPR provides 
significantly larger financial penalties, of up to €20 million or 4% of global turnover, compared to those provided by the Code of 
Administrative Offences of the Russian Federation of 30 December 2001 No. 195-FZ ('the Code of Administrative Offences'), in which 
the maximum single administrative fine for violation of the Law on Personal Data is RUB 18 million (approx. €260,000). In addition, 
unlike the GDPR, the Law on Personal Data establishes that DPOs may incur administrative liability for non-compliance with the Law 
on Personal Data.

This guide aims to assist organisations in understanding and comparing the relevant provisions of the GDPR and the Law on Personal 
Data, to ensure compliance with both pieces of legislation.
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Structure and overview of the Guide
This Guide provides a comparison of the two pieces of legislation on the following key provisions: 

1.	 Scope

2.	 Key definitions

3.	 Legal basis

4.	 Controller and processor obligations

5.	 Individuals' rights

6.	 Enforcement

Each topic includes relevant articles and sections from the two laws, a summary of the comparison, and a detailed analysis of the 

similarities and differences between the GDPR and the Law on Personal Data.

     �          �    

�Consistent: The GDPR and Law on Personal Data bear a high degree of similarity 

in the rationale, core, scope, and the application of the provision considered. 

 

Fairly consistent: The GDPR and Law on Personal Data bear a high degree 

of similarity in the rationale, core, and the scope of the provision considered; 

however, the details governing its application differ. 

 

Fairly inconsistent: The GDPR and Law on Personal Data bear several differences 

with regard to scope and application of the provision considered, however its 

rationale and core presents some similarities. 

 

Inconsistent: The GDPR and Law on Personal Data bear a 

high degree of difference with regard to the rationale, core, 

scope and application of the provision considered.

Usage of the Guide
This Guide is general and educational in nature and is not intended to provide, and should not be relied on, as a source of legal advice. 

The information and materials provided in the Guide may not be applicable in all (or any) situations and should not be acted upon 

without specific legal advice based on particular circumstances.

Inconsistent Consistent

Introduction (cont'd)

Key for giving the consistency rate
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1.1. Personal scope  
The GDPR applies to data controllers and data processors, who may be businesses, public bodies, institutions as well as not for 
profit organisations, whilst the Law on Personal Data applies to 'operators' that are defined as state agencies, municipal authorities, 
legal entities or individuals that organise and/or carry out (alone or jointly with other persons) the processing of personal data and 
determine the purposes of data processing, the content of personal data, and the actions (operations) related to personal data.  

Both pieces of legislation protect living individuals with regard to the use of their personal data. The GDPR provides that individuals 
are protected regardless of their nationality and/or residency, while the Law on Personal Data does not specifically outline this issue.

GDPR Law on Personal Data
Articles 3, 4(1)

Recitals 2, 14, 22-25
Articles 1, 2, 3, 6, 9

Similarities

The GDPR only protects living individuals. Legal 

persons' personal data is not covered by the GDPR.  

 

The GDPR applies to businesses, public bodies, 

institutions as well as not for profit businesses.

The Law on Personal Data protects the rights and freedoms 

of individuals in the processing of personal data, including 

the protection of the rights to integrity of privacy, personal 

and family secrets. Data processing must be legal and fair. 

Furthermore, the Law on Personal Data does not cover 

legal persons' personal data, and it is expressly stated that 

personal data must relate to a physical person (data subject).  

The Law on Personal Data governs the processing 

of personal data carried out by federal government 

bodies, state authorities, legal entities and individual 

persons using automated means, including information 

and telecommunication networks, or without the use 

of such means to the extent set forth by the law.

 

Differences

Article 4(1) of the GDPR clarifies that a data subject 

is 'an identified or identifiable natural person.' 

The GDPR provides that it 'should apply to natural 

persons, whatever their nationality or place of residence, 

in relation to the processing of their personal data.'

 

The Law on Personal Data does not explicitly define 

a data subject, however Article 3(1) of the Law on 

Personal Data outlines that personal data is 'any 

information relating to directly or indirectly identified 

or identifiable physical person (data subject).' 

The Law on Personal Data does not outline requirements 

on nationality or place of residence in relation to the 

processing of personal data of data subjects.

1. Scope

7

Fairly Inconsistent
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GDPR Law on Personal Data

Differences (cont'd)

The GDPR applies to a 'data controller' that 

is defined by the fact that it establishes 

the means and purposes of the processing.

 

 

 

The GDPR sets several obligations that apply 

to 'processors' which are entities that process 

personal data on behalf of controllers. 

 

The GDPR does not protect the personal data of deceased 

individuals, and is left to Member States to regulate. 

The Law on Personal Data does not provide the definition of 

'data controller,' but instead applies the concept of an 'operator' 

which is defined as a state agency, municipal authority, legal 

entity or individual who independently or, in cooperation with 

other entities, organises, and/or processes personal data, as 

well as determines the purpose and scope of data processing, 

and the actions (operations) related to personal data. 

The Law on Personal Data does not provide the definition 

of 'processor,' but instead applies to the concept of 

'a party that process personal data under operator’s 

instruction.' Such parties may perform data processing, 

subject to data subject’s consent, on the basis of the 

corresponding agreement (including state contract) or 

by operation of the special state or municipal act.  

Under Article 9(7) of the Law on Personal Data if a data 

subject dies, the consent to the processing of their personal 

data will be given by the heirs of the data subject, unless 

the data subject gave such consent while they were alive. 
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1.2. Territorial scope
Unlike the GDPR, the Law on Personal Data does not provide specific provisions on exterritorial scope. The GDPR applies, in 

particular, to the activities of data controllers or processors 'established' in the EU, irrespective of whether data processing takes 

place within the EU or not. In addition, the GDPR applies to the processing of personal data of EU data subjects by a controller or 

processor not established in the EU, if they offer goods or services to, or monitor the behaviour of, individuals within the EU.  

Although not specifically addressed in the Law on Personal Data, according to the Federal Service for the Supervision of 

Communications, Information Technology and Mass Communications ('Roskomnadzor'), the Law on Personal Data shall apply to 

legal entities processing the personal data of Russian data subjects, including the offices of non-Russian companies, if such offices 

are physically located in Russia and process personal data in Russia.  

GDPR Law on Personal Data
Articles 3, 4(1)

Recitals 2, 14, 22-25
Article 1(1)

Similarities

Not applicable. Not applicable.

Differences

In relation to exterritorial scope, the GDPR applies 

to organisations that do not have any presence in 

the EU, but that offer goods, services or monitor 

the behaviour of individuals in the EU. 

The GDPR applies to organisations that have presence 

in the EU. In particular, under Article 3, the GDPR applies 

to entities or organisations established in the EU, notably 

entities that have an 'establishment' in the EU or if 

processing of personal data takes place in the context of 

the activities of that establishment, irrespective of whether 

the data processing takes place in the EU or not.  

The Law on Personal Data does not specifically 

outline or provide provisions on territorial scope.  

 

The Law on Personal Data does not directly address this 

issue.  Although not specifically addressed in the Law on 

Personal Data, according to Roskomnadzor, the Law on 

Personal Data shall apply to legal entities processing the 

personal data of Russian data subjects, including the offices 

of non-Russian companies, if such offices are physically 

located in Russia and process personal data in Russia. 

Inconsistent

9
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1.3. Material scope  
The GDPR and the Law on Personal Data apply to the processing of personal data by automated means, however the GDPR specifies 

non-automated means of processing can include those systems which form part of a filing system, whilst the Law on Personal Data 

applies to processing of personal data through the use of automated means, including via an informational-telecommunication 

network, or without automated means if the nature of the manual processing is similar to automated data processing, i.e. allows an 

individual to search for personal data located in card catalogues or archives with the use of any algorithm. 

Both the GDPR and the Law on Personal Data apply to personal data defined as any information directly or indirectly relating to a 

natural person. Both pieces of legislation apply to the processing of personal data through operations that are similar. 

In addition, the GDPR and the Law on Personal Data define and provide requirements for processing special categories of personal 

data. Neither the GDPR nor the Law on Personal Data apply to the processing of personal data for personal or household purposes, 

provided that the rights of data subjects are not violated.

GDPR Law on Personal Data
Articles 2, 4(1), 4(2), 4(5), 4(6)

Recitals 15-21, 26
Articles 1, 3(1), 3(3), 3(8), 6(2), 10

Similarities

The GDPR applies to personal data which is defined 

as any information that directly or indirectly relates 

to an identified or identifiable individual. 

The GDPR applies to the 'processing' of personal data. 

The definition of 'processing' covers 'any operation' 

performed on personal data 'such as collection, recording, 

organisation, structuring, storage, adaptation or alteration, 

retrieval, consultation, use, disclosure by transmission, 

dissemination or otherwise making available, alignment 

or combination, restriction, erasure or destruction.' 

The GDPR defines 'special categories of personal data' 

as 'personal data revealing racial or ethnic origin, political 

opinions, religious or philosophical beliefs, or trade union 

membership, and the processing of genetic data, biometric 

The Law on Personal Data applies to personal data, 

meaning any information directly or indirectly relating to an 

identified or identifiable natural person (data subject). 

The Law on Personal Data applies to the processing of 

personal data, and defines it as 'any action (operation) or a set 

of actions (operations) realised by means of automation facilities 

or without such facilities as involving personal data, including 

the collection, recording, systematising, accumulating, storing, 

updating (renewing, altering), retrieving, using, transferring 

(disseminating, providing and accessing), depersonalising, 

blocking, deleting and destroying of personal data.' 

The Law on Personal Data defines 'special categories of 

personal data' as data 'concerning racial or ethnic origin, 

political opinions, religious or philosophical beliefs, health, or 

sex life and provides specific requirements for its processing.' 

Fairly consistent
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Differences

Anonymous data is outside the scope of the GDPR. 

Anonymous data is information that does not relate 

to an identified or identifiable natural person or to 

personal data rendered anonymous in such a manner 

that the data subject is not or no longer identifiable.  

The GDPR applies to the processing of personal data wholly 

or partly by automated means and to processing other than 

by automated means which form part of a filing system. 

The Law on Personal Data does not contain 

similar rules on anonymisation.

The Law on Personal Data applies to processing both 

automatically and manually, provided that the manual 

processing is, by its nature, similar to the automatic processing.

GDPR Law on Personal Data

Similarities (cont'd)

data for the purpose of uniquely identifying a natural 

person, data concerning health or data concerning a natural 

person's sex life or sexual orientation shall be prohibited. 

and provides specific requirements for its processing.'

The GDPR provides the definition of 'pseudonymisation' 

as 'the processing of personal data in such a manner that 

the personal data can no longer be attributed to a specific 

data subject without the use of additional information, 

provided that such additional information is kept separately 

and is subject to technical and organisational measures 

to ensure that the personal data are not attributed 

to an identified or identifiable natural person.' 

The GDPR excludes from its application the processing 

of personal data by individuals for purely personal or 

household purposes. This is data processing that has 'no 

connection to a professional or commercial activity.'

The Law on Personal Data provides for the 'depersonalisation' 

of personal data. Article 3(9) of the Law on Personal Data 

defines this as 'actions performed on personal data that make 

it impossible to determine the identity of the subject without 

the use of information in addition to such anonymised data.' 

 

The Law on Personal Data does not apply to personal 

data being processed by individuals exclusively 

for personal and family needs, provided there is 

no violation of rights of the data subjects.   
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2. Key definitions
2.1. Personal data
'Personal data' is broadly defined under both the GDPR and the Law on Personal Data. Both the GDPR and the Law on Personal Data 

define special categories of personal data. The Law on Personal Data provides for a separate definition of 'biometric personal data' 

which includes physiological and biological features of a person. 

Whilst the GDPR provides for identification through online identifiers, the Law on Personal Data does not address this form of 

identification. 

The Law on Personal Data defines 'depersonalisation' of personal data whilst the GDPR provides for the pseudonymisation of 

personal data.   

GDPR Law on Personal Data
Articles 4(1), 4(14), 9 

Recitals 26-30
Articles 3(1), 3(3), 3(9), 5(7), 10(1), 11(1)

Similarities

'Personal data' is defined as 'any information relating 

to an identified or identifiable natural person' ('data 

subject'); an identifiable natural person is one who can be 

identified, directly or indirectly, in particular by reference 

to an identifier such as a name, an identification number, 

location data, an online identifier or to one or more factors 

specific to the physical, physiological, genetic, mental, 

economic, cultural or social identity of that natural person.  

 

The GDPR defines special categories of personal data 

(or 'sensitive data') as personal data revealing racial or 

ethnic origin, political opinions, religious or philosophical 

beliefs, or trade union membership, and the processing of 

genetic data, biometric data for the purpose of uniquely 

identifying a natural person, data concerning health or data 

concerning a natural person's sex life or sexual orientation.' 

The GDPR defines 'biometric data' as 'personal data resulting 

from specific technical processing relating to the physical, 

physiological or behavioural characteristics of a natural  

'Personal data' is defined as any information relating directly 

or indirectly to an identified or identifiable physical person 

('subject of personal data'). The Law on Personal Data does 

not distinguish between direct and indirect personal data.  

 

The Law on Personal Data defines special categories 

of personal data as data concerning race, nationality, 

political views, religious or philosophical beliefs, health 

status or an individual's intimate life, and convictions.

 

The Law on Personal Data defines 'biometric data' as 

'information concerning the physiological and biological 

characteristics of an individual from which they may be 

Fairly inconsistent
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GDPR Law on Personal Data

Similarities (cont'd)

person, which allow or confirm the unique identification of that 

natural person, such as facial images or dactyloscopic data.'

identified (biometric personal data) and that is used by a 

controller to establish the identity of that data subject may 

be processed only subject to the written consent of the data 

subject, with the exception of the cases stipulated in 11(2).'  

Differences

The GDPR explains in its recitals that in order to determine 

whether a person is identifiable, 'account should be 

taken of all the means reasonably likely to be used, such 

as singling out, either by the controller or by another 

person' to identify the individual directly or indirectly. In its 

recitals, the GDPR specifies that online identifiers may be 

considered as personal data, such as IP addresses, cookie 

identifiers, and radio frequency identification tags. 

The GDPR does not apply to anonymised data, where 

the data can no longer identify the data subject.

The Law on Personal Data does not address 

identification through online identifiers. 

 

The Law on Personal Data does not specifically 

address the application to anonymised data. 
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2.2. Pseudonymisation
The concept of pseudonymisation is similar under the GDPR and the Law on Personal Data in that it is the processing of personal 

data in a manner that make it impossible to determine the identity of the data subject without the use of additional information. 

However, the Law on Personal Data provides the definition of 'depersonalisation' for the concept.

The GDPR introduces pseudonymisation as a data security measure (Article 32), while the Law on Personal Data provides for the 

depersonalisation as an alternative to the destruction of data.

GDPR Law on Personal Data
Articles 4(5), 11
Recitals 26, 28

Articles 3(3), 3(9)

Similarities

'Pseudonymisation' is defined under the GDPR as 'the 

processing of personal data in such a manner that the 

personal data can no longer be attributed to a specific 

data subject without the use of additional information, 

provided that such additional information is kept separately 

and is subject to technical and organisational measures 

to ensure that the personal data are not attributed 

to an identified or identifiable natural person.' 

The definition of 'depersonalisation' is provided under Article 

3(9) of the Law on Personal Data as actions performed on 

personal data that make it impossible to determine the identity 

of the data subject without the use of additional information. 

Differences

Anonymous data is specifically outside the scope of 

the GDPR. Anonymous data is information that does not 

relate to an identified or identifiable natural person or to 

personal data rendered anonymous in such a manner 

that the data subject is not or no longer identifiable. 

The Law on Personal Data does not specifically 

address the application to anonymised data. 

Fairly consistent
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2.3. Controllers and processors
Unlike the GDPR the concept of 'data controller' and 'data processor' are not provided in the Law on Personal Data. Instead, the Law 

on Personal Data defines an operator as 'a state body, municipal body, legal or natural person, alone or together with other persons 

organisation and (or) processing personal data, as well as defining processing purposes of personal data, the scope of personal data 

to be processed, actions (operations) performed with personal data.' Operators can appoint a third-party responsible for organising 

the processing of personal data provided that the data subject has provided consent.  

The GDPR establishes detailed requirements in relation to the processing of personal data by data controllers and data 

processors. The Law on Personal Data establishes similar requirements for operators, as well as for third parties processing personal 

data under the instruction of the operator.

GDPR Law on Personal Data
Articles 4, 17, 28, 30, 32, 33, 35, 37, 38

Recitals 90, 93
Articles 3(2), 5(6), 6, 18.1, 19, 21

Similarities

Data controllers must comply with the purpose limitation 

and accuracy principles and rectify the data subject's 

personal data if it is inaccurate or incomplete. 

 

Data controllers must implement technical 

and organisational security measures. 

Under the GDPR, a data controller is a natural or legal 

person, public authority, agency or other body that 

determines the purposes and means of the processing 

of personal data, alone or jointly with others. 

 

A data processor is a natural or legal person, public 

authority, agency or other body which processes 

personal data on behalf of the controller.  

Operators must not process personal data outside of 

the specific, predetermined and legitimate purposes of 

collection and operators must take necessary measures to 

remove or clarify incomplete or inaccurate personal data. 

Operators must implement organisational and technical, 

as well as legal, security measures when processing 

personal data to ensure security of personal data.  

There is no concept of data controller under the Law 

on Personal Data. An operator is a state body, municipal 

body, legal or natural person, alone or together with other 

persons or organisations processing personal data, as 

well as defining processing purposes of personal data, 

the scope of personal data to be processed, and actions 

(operations) performed with personal data (Article 3(2)). 

There is no definition of a data processor under the 

Law on Personal Data. However, the Law on Personal 

Data does provide that an operator can appoint

Fairly inconsistent

Differences

15
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GDPR Law on Personal Data

Differences (cont'd)

Other obligations imposed on data processors include the 

requirement to keep a record of data processing activities; 

to implement appropriate technical and organisational 

measures: processors must ensure security for processing 

data, which could include encryption or pseudonymisation 

practices; assist the controller to undertake data protection 

impact assessments ('DPIA') prior to the processing; 

designate a DPO when required by the law, including where 

the processor processes personal data on a larger scale; 

processors are required to notify the controller of any breach 

without undue delay after becoming aware of a breach.

another person, responsible for organising the processing 

of personal data under the instruction of the operator 

on the basis of a contract, including a state or municipal 

contract, or by operation of the special state or municipal 

act, with the consent of the data subject. Such a person 

processing personal data, on behalf of an operator, must 

comply with the principles and rules for processing of 

personal data established in the Law on Personal Data.  

Other obligations imposed on operators and the third parties 

processing personal data under the instruction of operators 

include the requirement to ensure the confidentiality and 

security of the personal data processed and comply with the 

rules of processing personal data provided for by the Law 

on Personal Data, in particular, those outlined in Article 19. 

Recording, systemisation, accumulation, storage, clarification 

and extraction of Russian citizens' personal data on the Internet 

must take place using databases located in the Russian territory. 
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2.4. Children
The GDPR grants special protection to children's personal data. It provides specific provisions, including, by setting the minimum 

age of consent with regard to information society services, as well as appropriate measures when providing information to children, 

among other things. 

The Law on Personal Data does not grant special protection to children's personal data or outline specific requirements on the 

same.

GDPR Law on Personal Data
Articles 6, 8, 12, 40, 57

Recitals 38, 58, 75
Article 9(6)

Similarities

The GDPR does not define 'child' nor 'children.' The Law on Personal Data does not define 'child' nor 'children.'

Differences

The GDPR considers children as 'vulnerable natural 

persons' that merit specific protection with regard to their 

personal data. Specific protection should be given when 

children's personal data is used for marketing or collected 

for information society services offered directly to a child.

 

Where the processing is based on consent, consent of a parent 

or guardian is required for providing information society services 

to a child below the age of 16. EU Member States can lower 

the age limit, which, in any case, cannot be lower than 13. Data 

controllers are required to make reasonable efforts to verify 

that consent is given or authorised by a parent or guardian.

 

The GDPR does not provide for any exception for a controller 

that is not aware that it provides services to a child. It is not 

clear whether the consent requirement will apply if the child's 

personal data is unintentionally collected online. 'Fostering 

healthy children' is not an exemption for not obtaining consent.  

When any information is addressed specifically to a child, 

controllers must take appropriate measures to provide 

information relating to processing in a concise, transparent, 

intelligible and easily accessible form, using clear and 

plain language, that the child can easily understand. 

The Law on Personal Data does not outline the specific 

protections that should be given to children's personal data.  

 

The Law on Personal Data does not specifically address the age 

of minors.  

 

The Law on Personal Data does not outline any exceptions for 

a controller that is not aware that it provides services to a child. 

 

There are no specific rules for privacy notices aimed at children. 

 

Inconsistent
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2.5. Research
Both the GDPR and the Law on Personal Data address the processing of personal data for research purposes. The GDPR has 

specific provisions regarding the processing of personal data for 'historical or scientific research,' as well as for 'statistical purposes.' 

Similarly, the Law on Personal Data mentions the processing of personal data for 'statistical' or 'other research purposes' with 

reference to the professional journalistic, scientific, literary or other creative activities. 

GDPR Law on Personal Data
Articles 5(1)(b), 9(2)(j), 14(5), 17(3), 89

Recitals 33, 159, 160, 161
Articles 6(9), 15, 18(4)

Similarities

Under the GDPR, the processing of personal data for 

research purposes is subject to some specific rules 

e.g. with regard to the purpose limitation principle. 

Under the Law on Personal Data, the processing of personal 

data for the purposes of statistical or other research purposes 

is generally permitted, on the condition that the data is 

depersonalised; the only exceptions mentioned are for the 

purposes of promoting goods and services on the market, 

and for the purpose of political campaigning, which may 

be done under the preliminary data subject consent. 

Differences

Processing of special categories of personal data is permitted 

if it is necessary for scientific or historical research purposes 

or statistical purposes, subject to the purpose limitation 

principle, and certain safeguards being implemented. 

Under the GDPR, the data subject's right to erasure 

does not apply to the extent that processing 

is necessary for research purposes.

There is no exception in the Law on Personal Data 

for processing special categories of personal data 

for research purposes or statistical purposes. 

 

There is no explicit mention in the Law on Personal 

Data regarding requesting the erasure of data that 

is being processed for research purposes.

Fairly inconsistent
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3. Legal basis  
Both the GDPR and the Law on Personal Data mention several legal grounds for the lawfulness of processing personal data. A lawful 

basis for processing personal data may consist of at least one of those legal grounds and will vary per personal data processing 

activity, scope and purpose. 

GDPR Law on Personal Data
Articles 5, 6, 7, 9, 85, 89
Recitals 32, 39-50, 153

Article 6

Similarities

Under Article 6 (1)(a) of the GDPR, data processing shall be 

lawful to the extent that the data subject has given consent 

to the processing of his or her personal data for one or more 

specific purpose; for performance of a contract to which the 

data subject is party or in order to take steps at the request of 

the data subject prior to entering into a contract; for compliance 

with a legal obligation to which the controller is subject (Article 

6(1)(c) of the GDPR); in order to protect the vital interests of 

the data subject or of another natural person (Article 6 (1)(d) 

of the GDPR); for the performance of a task carried out in the 

public interest or in the exercise of official authority vested in 

the controller; and for the purposes of the legitimate interests 

pursued by the controller or by a third party, except where such 

interests are overridden by the interests or fundamental rights 

and freedoms of the data subject which require protection of 

personal data, in particular where the data subject is a child. 

The GDPR provides exemption to the processing of special 

categories of personal data which is publicly available.

Under Article 6 (1)(1) of the Law on Personal Data, data 

processing shall be lawful if it is made, inter alia, under 

the consent of the data subject for data processing; for the 

performance of a contract to which the data subject is party, 

or the beneficiary, or guarantor, as well as for conclusion of the 

contract under the initiative of data subject or contract under 

which the data subject will be a beneficiary or guarantor; the 

extent it is necessary for the performance of purposes set 

forth by the international treaty of the Russian Federation or 

law, for exercising and performing legal functions, authorities 

and obligations on the operator (Article 6 (1)(2) of the Law on 

Personal Data); and for the protection of life, health and other 

vital interests of the data subject, provided that the receipt of 

data subject’s consent is impossible (Article 6 (1)(6) of the Law 

on Personal Data); for performance of official authorities of 

federal agencies, state bodies, execution bodies and municipal 

bodies; and it is necessary for the exercise of rights and 

legitimate interests of the operator and third parties, including 

in cases set forth by the laws on debt recovery, micro-financial 

activity, or for the achievement of public purposes, provided 

that rights and freedoms of data subject are not violated.  

The Law on Personal Data allows the processing 

of personal data which has been made publicly 

available by the data subject at his/her request. 

Fairly consistent
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GDPR Law on Personal Data

Differences

The GDPR allows the processing of special categories 

of personal data where the processing is necessary for 

the establishment, exercise or defense of legal claims or 

whenever courts are acting in their judicial capacity.  

The GDPR outlines that processing for archiving purposes in 

the public interest, scientific or historical research purposes 

or statistical purposes shall, in accordance with Article 89(1), 

not be considered to be incompatible with purpose limitation, 

and under Recital 153 and Article 85 that the processing of 

personal data for journalistic, academic, artistic purposes 

or literary expression should be subject to derogations or 

exemptions from certain provisions of the GDPR if necessary.  

The GDPR does not specifically address this issue.  

The Law on Personal Data allows the processing of personal 

data for certain judicial and enforcement (execution) purposes. 

 

The Law on Personal Data allows the processing of personal 

data for the performance of professional journalistic, media, 

scientific, literary or other creative activities, provided that 

rights and freedoms of the data subject are not violated. 

 

The Law on Personal Data allows the processing of 

personal data which is subject to mandatory publication 

or disclosure in accordance with the applicable law. 
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4.1. Data transfers
According to the GDPR, the cross-border transfer of personal data may take place where either the transfer is based on an adequacy 
decision, the transfer is subject to appropriate safeguards, or specific derogations apply. 

The Law on Personal Data provides for cross-border data transfers to countries ensuring an adequate level of protection and such 
transfers do not require any specific authorisation. Transfers may be prohibited or restricted in order to protect the constitutional 
system of Russia, ensure public security and defence, among other things. Data transfers to the rest of the world can only be 
performed based on derogations. Russian law does not provide any rules on appropriate safeguards, such as Standard Contractual 
Clauses ('SCCs') or Binding Corporate Rules ('BCRs').

GDPR Law on Personal Data
Articles 44-49
Recitals 101-116

Articles 12, 18(5)

Similarities

The GDPR permits the transfer of personal data to an 

international organisation or a third country, or specific sectors 

or territory within that third country, which ensures an adequate 

level of protection as assessed by the European Commission.

In the absence of the adequacy decision or appropriate 

safeguards, the data transfer can be grounded on 

several derogations, among other things:

•	 the data subject has explicitly consented to the proposed 

transfer, after having been informed of the possible risks 

of such transfers for the data subject due to the absence 

of an adequacy decision and appropriate safeguards;

•	 the transfer is necessary for the performance of a 

contract between the data subject and the controller 

or the implementation of pre-contractual

Russian law considers all parties to the Convention for the 

Protection of Individuals with Regard to Automatic Processing 

of Personal Data ('Convention 108') as the countries ensuring 

an adequate level of protection. In addition, Roskomnadzor 

approved a list of countries that are not party to Convention 

108, but still ensure an adequate level of protection of data 

subject rights in the opinion of Roskomnadzor. Currently, 

there are 22 countries on the list including Australia, Canada, 

Japan, South Korea and others. Roskomnadzor must assess 

whether the laws and data security measures adopted by a 

country correspond to what is prescribed by Convention 108.

The transfer of personal data to countries not 

ensuring an adequate level of protection can be 

grounded on one of the following conditions:

•	 the data subject has consented in writing, and the 

written consent contains a number of requisites 

prescribed by the Law on Personal Data;

•	 the transfer is necessary for the performance of a 

contract to which the data subject is a party;

•	 the transfer is necessary for protecting the constitutional 

system of Russia, ensuring public security and defence,

4. Controller and processor 
obligations

Fairly consistent
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GDPR Law on Personal Data

Similarities (cont'd)

measures taken at the data subject's request;  

•	 the transfer is necessary for important 

reasons of public interest; and

•	 the transfer is necessary in order to protect the vital interests 

of the data subject or of other persons, where the data 

subject is physically or legally incapable of giving consent.

security and safe functioning of transport, protecting 

interests of a person, society and state with a view to 

unlawful intrusions into the transportation system (all such 

cases must be prescribed by federal laws of Russia); and

•	 the transfer is necessary in order to protect life, 

health, and other vital interests of the data subject 

or of other persons, where it is impossible to 

receive the data subject’s written consent. 

Differences

The GDPR establishes several criteria for the adequacy 

assessment. Among other things, the Commission 

should take into account the third country's accession to 

Convention 108 and its the Protocol (CETS No. 223) ('the 

Protocol'), and other international commitments the third 

country or international organisation has entered into.    

Under the GDPR, in the absence of the adequacy 

decision or appropriate safeguards, the data transfer can 

be grounded on one of the following derogations:  

•	 the data transfer is necessary for the conclusion 

or performance of a contract concluded in 

the interest of the data subject between the 

controller and another natural or legal person;

•	 the transfer is necessary for the establishment, 

exercise or defence of legal claims; or

•	 the transfer is made from a register which according to EU 

or Member State law is intended to provide information to 

the public and which is open to consultation either by the 

public in general or by any person who can demonstrate a 

legitimate interest, but only to the extent that the conditions 

laid down by EU or Member State law for consultation 

are fulfilled in the particular case, among other things.

In the absence of an adequacy decision, the cross-

border transfer is possible if enforceable data subject 

rights and effective legal remedies for data subjects are 

available in the destination country, and if the controller 

or processor has provided appropriate safeguards, such 

as SCCs, BCRs, or an approved code of conduct, etc. 

Under the Law on Personal Data cross-border-

transfer of personal data may be conducted to foreign 

states that are parties to Convention 108 and to other 

foreign states that provide adequate protection of 

the right of data subjects, among other things.  

 

The Law on Personal Data does not provide similar derogations. 

 

 

 

 

 

 

 

 

The Law on Personal Data does not contain any concept of 

appropriate safeguards applicable to the cross-border transfers 

such as SCCs, BCRs, or an approved code of conduct, etc.  
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GDPR Law on Personal Data

Differences cont'd

The GDPR does not provide for any personal 

data localisation requirements.

According to Article 18(5) of the Law on Personal Data, 

operators must ensure the recording, systemisation, 

accumulation, storage, clarification (update, change) and 

extraction of personal data of Russian Federation nationals 

with the use of databases located in the territory of the 

Russian Federation when collecting such personal data in 

any manner, including via the internet. Therefore, it may be 

implied that it is illegal to collect the personal data of Russian 

citizens and store it in a non-Russian data store without the use 

of a database physically located in Russia. There are several 

exceptions from this localisation requirement (e.g. where the 

processing is necessary for performing a legal obligation, 

during litigation, and/or when conducting scientific studies). 

Russian nationals' personal data can be transferred across 

borders upon fulfilment of the localisation requirement. 
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4.2. Data processing records 
The GDPR requires that the controllers and processors maintain a detailed record of their processing activities in writing, including 

in electronic form.  

The Law on Personal Data does not contain any similar record requirements. In practice, many companies record their processing 

operations for demonstrating compliance and determine the content of such records by themselves.  

GDPR Law on Personal Data
Articles 30

Recitals 13, 39, 82
Article 18.1(3)

Similarities

Not applicable. Not applicable.

Differences

Controllers and processors must keep records of processing 

activities. The GDPR establishes that data controllers must 

record: a) the name and contact details of the controller; 

b) the purposes of the processing; c) a description of 

the categories of data subjects and of the categories of 

personal data; d) the categories of recipients to whom the 

personal data will be disclosed; e) international transfers of 

personal data, with the identification of third countries or 

international organisations, and the documentation of suitable 

safeguards adopted;  f) the estimated time limits for erasure 

of the categories of data; and g) a general description of the 

technical and organisational security measures adopted.

The GDPR establishes that data processors must record: 

a) the name and contact details of the processor; b) the 

categories of processing conducted on behalf of each 

controller; c) international transfers of personal data, 

with the identification of third countries or international 

organisations, and the documentation of suitable safeguards 

adopted; and d) a general description of the technical 

and organisational security measures adopted.

 

The purpose of the records is to demonstrate compliance 

with the GDPR. The records must be available to the 

supervisory authority (on request) so that they might 

serve for monitoring of processing operations.

Operators may decide to keep records of their 

data processing activities if they find this measure 

appropriate for demonstrating their compliance.  

The Law on Personal Data requires that the data operators 

document their compliance. The documents outlining such 

compliance must be presented on request of Roskomnadzor. 

Operators may decide how to document their compliance. 

Inconsistent
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4.3. �Data protection impact assessment
According to the GDPR, the controller must carry out a DPIA where a type of processing is likely to result in a high risk to the rights 

and freedoms of natural persons. The GDPR establishes detailed rules on how to carry out the DPIA. The controller must consult 

with the supervisory authority prior to processing where the DPIA indicates that the processing would result in a high risk in the 

absence of risk mitigation measures.  

The Law on Personal Data mentions (only once) an 'assessment of harm.' Operators may decide on whether to conduct this 

assessment by themselves.

GDPR Law on Personal Data
Articles 35, 36

Recitals 175, 84, 89-93
Article 18.1(1)(5)

Similarities

Not applicable. Not applicable.

Differences

The GDPR outlines, among other things, that the DPIA 

must contain an assessment of the risks to the rights and 

freedoms of data subjects, and the measures envisaged 

to address the risks, including safeguards, security 

measures and mechanisms to ensure the protection 

of personal data and to demonstrate compliance. 

The DPIA must contain a systematic description 

of the envisaged processing operations and the 

processing purposes, and an assessment of the 

necessity and proportionality of the processing 

operations in relation to the purposes.  

The GDPR prescribes that a DPIA should be 

conducted prior to the data processing.  

There is no specific requirement however, the Law on Personal 

Data notes that the assessment by operators should contain 

an 'assessment of harm' that may be suffered by the data 

subjects in case of breaching the Law on Personal Data, and 

the comparison of this harm with measures envisaged to fulfil 

the data operator’s obligations under the Law on Personal Data. 

The Law on Personal Data does not require 

the assessment of these circumstances.  

The Law on Personal Data does not 

specifically address this issue.

Inconsistent

27



28

Fairly consistent
4.4. �Data protection officer appointment
The GDPR requires that controllers and processors appoint a DPO in some cases. The DPO is a person with expert knowledge 

of data protection law and practices who should assist the controller or processor to monitor internal compliance with the GDPR. 

Companies may appoint a single DPO for a group of companies.  

The Law on Personal Data also introduces the position of the DPO whose role is close to what is prescribed by the GDPR. However, 

there are several important differences between DPOs under the GDPR and the Law on Personal Data. 

GDPR Law on Personal Data
Articles 37-39

Recital 97
Article 22.1

Similarities

The GDPR outlines the tasks of the DPO 

which include the responsibility to: 

•	 inform and advise the controller or the processor and the 

employees who carry out processing of their obligations 

under the GDPR and other data protection provisions; and

•	 data subjects may contact the DPO with regard to 

all issues related to processing of their personal data 

and to the exercise of their rights under the GDPR.  

The controllers and processors should communicate the 

contact details of the DPO to the supervisory authority.  

The DPO may fulfil other tasks and perform other duties. 

Under the GDPR the tasks of the DPO also include the 

responsibility to monitor compliance with the GDPR, other 

data protection provisions and with the data protection policies 

of the controller or processor and providing advice where 

requested as regards the DPIA and monitor its performance. 

The Law on Personal Data outlines the tasks of 

the DPO which include the responsibility to:  

•	 inform the operator's employees of the provisions 

of Russian personal data laws, internal privacy 

policies, and data protection requirements; and

•	 organise the receipt and consideration of 

requests and inquiries of data subjects and their 

representatives and/or monitor the receipt and 

consideration of such requests and inquiries.  

The contact details of the DPO should be specified 

in the data processing notice to Roskomnadzor.  

Under the Law on Personal Data, the DPO may 

fulfil other tasks and perform other duties.  

Under the Law on Personal Data the tasks of the DPO 

also include the responsibility to internally monitor 

the compliance of the operator and its employees 

with the Russian personal data laws, internal privacy 

policies, and data protection requirements.  
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GDPR Law on Personal Data

Differences

The DPO must be appointed in the following cases: 

•	 the processing is carried out by a public authority or 

body, except for courts acting in their judicial capacity;

•	 the core activities of the controller or the processor 

consist of processing operations which require regular and 

systematic monitoring of data subjects on a large scale; or

•	 the core activities of the controller or the processor consist of 

processing on a large scale of special categories of data and 

personal data relating to criminal convictions and offences. 

A group of undertakings may appoint a single DPO. 

The DPO shall be designated on the basis of professional 

qualities and, in particular, expert knowledge of data protection 

law and practices and the ability to fulfil his/her tasks. 

 

 

 

 

 

 

All operators (legal entities) must appoint 

the DPO without exceptions.  

Under the Law on Personal Data, each legal entity must 

officially appoint the DPO independently of its affiliates. 

It is illegal to designate one person on behalf of the 

whole group of companies. However, several companies 

may use one and the same person as their DPO since 

the external service providers are not prohibited.   

There are no specific requirements about the DPO's 

professional qualities, education or expert knowledge.  
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4.5. �Data security and data breaches
Both the GDPR and the Law on Personal Data provide for a set of data security measures. While the Law on Personal Data focuses 

mostly on securing computer systems, the GDPR contains general requirements applicable to all kinds of the data processing.  

An important difference between the Law on Personal Data and the GDPR is that the Law on Personal Data does not establish any 

mechanism for demonstrating compliance, such as the approved code of conduct or certification under the GDPR. 

The Law on Personal Data does not contain the data breach notification requirements similar to those prescribed by the GDPR.   

GDPR Law on Personal Data
Articles 32-34

Recitals 74-77, 82, 83, 85-88
Articles 19, 21(3)

Similarities

The controller and processor must protect personal 

data from accidental or unlawful destruction, loss, 

alteration, unauthorised disclosure, or access.  

The controller and processor must implement technical and 

organisational measures to ensure appropriate level of security. 

The GDPR outlines the following examples of technical and 

organisational measures: to ensure the ongoing confidentiality, 

integrity, availability and resilience of processing systems 

and services; a process for regularly testing, assessing and 

evaluating the effectiveness of technical and organisational 

measures for ensuring the security of the processing; and the 

ability to restore the availability and access to personal data in 

a timely manner in the event of a physical or technical incident.  

 

 

The operator must implement appropriate legal, organisational 

and technical measures to protect personal data against 

accidental or unlawful access, destruction, alteration, blockage, 

copy, provision, distribution, and other unlawful actions.  

The operator must implement legal, technical and 

organisational measures to ensure one of four possible levels 

of security. The Russian Government establishes these levels 

with regard to the computer systems used for the personal 

data processing. The security measures for manual processing 

are not systematised according to the security levels.  

The Law on Personal Data provides for the following 

list of technical and organisational measures: to ensure 

necessary technical and organisational measures in 

respect of the computer systems in order to comply with 

the security requirements necessary for supporting the 

security levels established by the Government of Russia; 

to inspect the efficiency of the implemented personal data 

security measures prior to putting the computer systems 

into operation; determine and identify security risks 

relating to the data processing in the computer systems; 

and the ability to restore personal data which was modified 

or destroyed as a result of unauthorised access.  

 

 

Fairly consistent
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GDPR Law on Personal Data

Differences

The GDPR prescribes that pseudonymisation and 

encryption of personal data is a technical and 

organisational measure taken to ensure data security.  

The GDPR does not outline the use of specific information 

security tools, however, it outlines the necessity, where 

appropriate, for the adherence to an approved code 

of conduct as referred to in Article 40 or an approved 

certification mechanism as referred to in Article 42 may 

be used as an element to demonstrate compliance 

with the requirements set out in Article 32(1).  

The GDPR does not specifically outline the necessity to record 

computer data media as a personal data security measure, 

however, the GDPR provides that data controllers and 

processors should maintain records of processing activities.  

Controllers and processors may adhere to an approved code of 

conduct or an approved certification mechanism to demonstrate 

compliance with the security requirements of the GDPR.  

The GDPR prescribes that the controller notify data breaches 

to the supervisory authority unless a breach is unlikely to 

result in a risk to the rights and freedoms of natural persons.  

The controller must notify the data subject of a data breach 

without undue delay if this data breach is likely to result in 

a high risk to the rights and freedoms of natural persons.  

 

 

 

The Law on Personal Data does not outline pseudonymisation 

(depersonalisation) as a data security measure.  

  

Under the Law on Personal Data operators must 

use information security tools of which compliance 

with the information security requirements of the 

Russian law is duly assessed (as necessary).  

 

 

The Law on Personal Data outlines keeping records 

of all computer data media as a technical and 

organisational measure to protect personal data.  

 

There are no codes of conduct or certification mechanisms in 

Russia.  

The Law on Personal Data does not contain similar notification 

requirements. If the operator received Roskomnadzor's 

inquiry about a possible data breach, the operator must 

investigate the matter and report to Roskomnadzor. 

The Law on Personal Data does not contain similar notification 

requirements. If the operator receive data subject’s 

inquiry about a possible data breach, the operator must 

investigate the matter. When the data breach is found and 

eliminated, the operator must report to the data subject. 

31



32

4.6. Internal policies
Both the GDPR and the Law on Personal Data prescribes the adoption of internal policies in order to ensure and demonstrate 

compliance with the legislation. In both cases, the controllers (operators) may determine the content and structure of the policy 

documents.  

The Law on Personal Data mentions several issues to be specifically addressed in the policies and requires that the operators make 

their privacy policies accessible for public.   

GDPR Law on Personal Data
Article 24
Recital 78

Article 18.1

Similarities

The implementation of data protection policies is understood 

as a part of technical and organisational measures aimed 

at ensuring and being able to demonstrate that data 

processing is performed in accordance with the GDPR.

Under the Law on Personal Data, the operator must 

issue documents defining its policies in relation to the 

processing of personal data, among other things.  

Differences

Controllers must implement the internal policies 'where 

proportionate.' The GDPR does not give more details on how 

to draft such policies and what issues must be covered.  

Under the Law on Personal Data internal policies should 

outline 'the operator's policy with regard to the personal 

data processing,' data breach identification and prevention 

procedures and data breach elimination procedures.  

Fairly inconsistent
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4.7. Notification of processing
The general obligation to notify supervisory authorities existed in some Member States prior to the GDPR. According to Recital 89, 

this obligation is now abolished because it produced administrative and financial burdens, and it did not in all cases contribute to 

improving the protection of personal data. 

In Russia, there is an obligation to notify Roskomnadzor of data processing. In addition, although not outlined under the Law on 

Personal Data, Roskomnadzor records all notifications and maintains a public register of operators available at www.rkn.gov.ru.  

GDPR Law on Personal Data
Recital 89 Article 22

Similarities

Not applicable. Not applicable.

Differences

Under Recital 89 of the GDPR, general notification obligations 

have been abolished and instead 'replaced by effective 

procedures and mechanisms which focus instead on those 

types of processing operations which are likely to result in 

a high risk to the rights and freedoms of natural persons by 

virtue of their nature, scope, context and purposes. Such 

types of processing operations may be those which, in 

particular, involve using new technologies, or are of a new 

kind and where no DPIA has been carried out before by 

the controller, or where they become necessary in the light 

of the time that has elapsed since the initial processing.'

Operators must notify Roskomnadzor of their intended data 

processing operations prior to commencing such operations. 

The notification is a detailed document. It can be filled out 

online and in hard copy (in Russian only). The notifications 

are recorded in the Register of Operators. The operator must 

update its record in the Register of Operators. The updates 

must be submitted to Roskomnadzor within 10 business 

days from the day when the record becomes outdated. For 

example, this may happen when the operator runs new 

processing activities or deals with new categories of data. 

Inconsistent
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5. Rights
5.1. Right to erasure
Both the GDPR and the Law on Personal Data allow individuals to request the deletion of their personal information.

It should be highlighted that whilst the GDPR provides for exemptions to the right to erasure, the Law on Personal Data does not.

GDPR Law on Personal Data
Articles 12, 17

Recitals 59, 65-66
Articles 14(1), 21(3-5)

Similarities

Under the GDPR, the data subject shall have the right to 

obtain from the controller the erasure of personal data 

concerning him or her without undue delay and the controller 

shall have the obligation to erase personal data without 

undue delay where inter alia the personal data are no longer 

necessary in relation to the purposes for which they were 

collected or otherwise processed, or in the event when 

the personal data have been unlawfully processed. 

The GDPR provides under Article 19 that the data controller 

communicates any rectification or erasure of personal data 

or restriction of processing to each recipient to whom the 

personal data have been disclosed. Furthermore, Recital 59 of 

the GDPR outlines that the controller should respond to such 

requests from the data subject without undue delay, at the 

latest within one month, as well as provide reasons where the 

controller does not intend to comply with any such requests. 

Under the Law on Personal Data, the data subject 

may request that the operator delete (erase) personal 

data if such data is unlawfully processed. 

 

 

Under the Law on Personal Data the operator must notify the 

data subject, its representative and regulator (as applicable) 

about the fact of erasure of unlawfully processed data if the 

unlawful processing was revealed because of the inquiry of the 

data subject, its representative , or regulator (as applicable).

Fairly consistent

Differences

Exceptions for data controllers to provide an erasure request 

are outlined under Article 17(3) of the GDPR and include where 

processing is necessary for exercising the right of freedom of 

expression and information; in compliance with a legal obligation 

which requires processing is necessary for the performance of a 

task carried out in the public interest or in the exercise of official 

authority vested in the controller; for reasons of public interest 

or public health; archiving purposes in the public interests, 

scientific or historical research purposes or statistical purposes; 

and for the establishment, defence or exercise of legal claims. 

The Law on Personal Data does not provide specific 

exceptions to providing an erasure request.
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5.2. Right to be informed
The GDPR and the Law on Personal Data grant the right of being informed to data subjects and include specific provisions regarding 

the information that data subjects must be provided when their information is collected and processed.  

Unlike the GDPR, the Law on Personal Data does not distinguish between the notice given to individuals where personal data is 

indirectly obtained. 

GDPR Law on Personal Data
Articles 13, 14

Recitals 60, 61, 62
Articles 14(7), 18(1,2,3,4)

Similarities

Under GDPR where data is obtained directly, the data 

subject must be immediately informed, meaning at the 

time the data is obtained. The controller must provide the 

data subject with information, including, their identity, the 

contact details of its DPO (where applicable), the processing 

purposes and the legal basis, any legitimate interests 

pursued, the recipients when transmitting personal data, and 

any intention to transfer personal data to third countries.  

The right to be informed also includes information about 

the duration of storage, the rights of the data subject, 

the ability to withdraw consent, the right to lodge a 

complaint with the authorities and whether the provision of 

personal data is a statutory or contractual requirement. 

Under 14(5) of the GDPR, where the personal data is 

not collected from the data subject, in exceptional 

cases there is no obligation to inform. 

If personal data is not obtained from the data subject, 

he or she must be provided the information within a 

reasonable period of time, but at latest after a month.

Where the collected personal data is used to directly 

contact the data subject, he or she has the right to be 

informed immediately upon being approached.

Under the Law on Personal Data, the data subject has the 

right to be informed about data processing in particular: 

legal basis, purposes and methods of data processing, the 

identity of the operator, as well as cross-border data transfer.  

 

 

Under the Law on Personal Data, the data subject has 

the right to be informed on the following: the terms of 

data processing, including the duration of storage, the 

rights of data subject, the identity of person processing 

personal data under the authorisation of operator. 

Under the Law on Personal Data there are certain 

exceptions to informing the data subject, including 

in the event when the personal data is public data, 

or has been obtained from public sources.   

The Law on Personal Data addresses a similar concept 

under Article 18(3). If personal data is not obtained from 

the data subject, the operator must inform the data 

subject about the name and address of the operator or its 

representative, data processing purpose and its legal basis, 

assumed  users of personal data and other information.

The Law on Personal Data addresses the obligation 

to obtain a consent of the data subject.

Fairly consistent
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5.3. Right to object
The GDPR provides data subjects with the right to object to data processing activities under certain circumstance, including profiling. 

The Law on Personal Data does not address such a right. However, the Law on Personal Data similarly to the GDPR does provide 

data subjects the right to object to marketing. 

GDPR Law on Personal Data
Articles 7, 18, 21  Articles 14(1,7), 15(2)

Similarities

Under the GDPR, where personal data are processed for 

direct marketing purposes, the data subject shall have the 

right to object at any time to processing of personal data 

concerning him or her for such marketing, which includes 

profiling to the extent that it is related to such direct marketing. 

Data subjects have the right to object to telemarketing 

or emarketing and the operator must immediately 

stop data processing activities (Article 15(2)).

Differences

The GDPR prescribes that data subjects have the right to 

object, on grounds relating to his or her particular situation, 

at any time to processing of personal data concerning him 

or her, including profiling. The controller shall no longer 

process the personal data unless the controller demonstrates 

compelling legitimate grounds for the processing which 

override the interests, rights and freedoms of the data subject 

or for the establishment, exercise or defence of legal claims. 

The Law on Personal Data does not outline the right to object to 

data processing under certain circumstances including profiling.  

Inconsistent
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5.4. Right to access
Both the GDPR and the Law on Personal Data establish a right of access which provides data subjects with the right to obtain 

confirmation from the data controller under the GDPR or the operator under the Law on Personal Data, regarding whether or not 

their data is being processed, as well as details regarding such processing. 

GDPR Law on Personal Data
Articles 13(1)(f), 15

Recitals 58, 63, 64, 73
 Articles 14(1,7), 18(1,2,3,4)

Similarities

The GDPR notes that the data subject shall have the right to 

obtain from the controller confirmation as to whether or not 

personal data concerning him or her are being processed, 

and, where that is the case, access to the personal data and 

the following information: the purposes of the processing; 

where possible, the envisaged period for which the 

personal data will be stored, or, if not possible, the criteria 

used to determine that period; the existence of the right 

to request from the controller rectification or erasure of 

personal data or restriction of processing of personal data 

concerning the data subject or to object to such processing; 

and where the personal data are not collected from the 

data subject, any available information as to their source. 

The GDPR notes that the data subject shall have the right 

to obtain from the controller confirmation as to whether 

or not personal data concerning him or her are being 

processed, and, where that is the case, access to the 

personal data and the following information: the existence 

of automated decision-making, including profiling, and, 

at least in those cases, meaningful information about the 

logic involved, as well as the significance and the envisaged 

consequences of such processing for the data subject.  

Under the Law on Personal Data the data subject has the 

right to obtain from the operator confirmation as to whether 

or not personal data of him or her are being processed, as 

well as access to the following information: legal grounds for 

and purposes of data processing, as well as the purposes 

and applied methods of data processing; terms of data 

processing, including duration of storage; procedure for 

exploitation of rights by the data subject as set forth by the 

Law on Personal Data; and the personal data processed in 

relation to certain data subject, the source of their receipt, 

unless other procedure is not stipulated by the federal law. 

 

Under the Law on Personal Data a decision based solely 

on the automated processing of personal data that leads to 

legal consequences for a data subject or otherwise affects 

their rights and legal interests is permitted only if the data 

subject has given their consent, as well as this the operator is 

obliged to explain to a data subject the procedure whereby 

a decision is based solely on automated decision making.  

 

Fairly consistent
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GDPR Law on Personal Data

Similarities (cont'd)

Under the GDPR, data controllers processing the 

personal data of data subjects must provide data subjects 

with information when including on the recipients or 

categories of recipient to whom the personal data 

have been or will be disclosed, in particular recipients 

in third countries or international organisations. 

Under Article 13(1)(f) of the GDPR, the controller shall 

provide the data subject, where applicable, with information 

regarding its intention to transfer personal to a third country or 

international organisation and the existence or absence of an 

adequacy decision by the Commission, among other things.

Under the Law on Personal Data, operators must (under the 

request of the data subject) provide the name and location 

of operator processing personal data, information about 

persons (except for employees of the operator), who have 

access to personal data which may be disclosed on the 

basis of agreement with the operator or under federal law.

Under the Law on Personal Data data subjects must be 

provided (under their requests) the information about 

conducted or planned cross-border data transfer. 

Differences

Where personal data are transferred to a third country or 

to an international organisation, the data subject shall have 

the right to be informed of the appropriate safeguards 

pursuant to Article 46 of the GDPR relating to the transfer. 

The GDPR does not specifically require the notification of the 

same to the data subject.  

 

Where data controllers are processing the personal data 

of data subjects they should inform them of the right 

to lodge a complaint with a supervisory authority.  

The Law on Personal Data does not provide for the appropriate 

safeguards for personal data transfers to a third country or 

to an international organisation (see Section 5.1 below). 

Under the Law on Personal Data, operators must provide 

data subjects with the name or surname, name, middle 

name, address of person that is performing data processing 

under the authorisation of operator, if processing has 

been authorised or will be authorised to such person. 

The data subject shall have the right to receive information 

about the data processing, including the information 

on how to perform his/her rights. The right to lodge a 

claim is one of the protected data subject's rights. 
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5.5. Right not to be subject to automated
decision-making
Under the GDPR, the data subject shall have the right not to be subject to a decision based solely on automated processing, 

including profiling, which produces legal effects concerning him or her or similarly significantly affects him or her.  

Under the Law on Personal Data, subject to certain exceptions, it is prohibited to make decisions exclusively on the basis of 

automated data processing, which give rise to legal implications in relation to a data subject or otherwise affects his or her rights 

and legitimate interests.  

GDPR Law on Personal Data
Articles 13, 14, 22
Recitals 71, 72, 91

Article 16

Similarities

Under the GDPR, automated decision-making 

is subject to data subject's consent. 

Under 13(2)(f) of the GDPR, where personal data is directly 

obtained or under 14(2)(g) where personal data is indirectly 

obtained from the data subject the controller must inform of the 

data subject of the existence of automated decision making, 

including profiling, referred to in Article 22(1) and (4), and at least 

meaningful information about the logic involved, among other 

things, in order to ensure fair and transparent processing. 

The Law on Personal Data prescribes that automated decision-

making is allowed subject to the data subject's written consent. 

Under the Law on Personal Data the operator must make 

clear to the data subject the procedure for making such 

automated decisions and possible legal implications 

associated with such decisions. The operator must review 

the objection within 30 days from the day of its receipt and 

notify the data subject about the results of such review.

Differences

The right not to be subject to automated decision-making 

shall not apply if the decision is necessary for entering 

into, or performance of, a contract between the data 

subject and a data controller; is authorised by EU or 

Member State law to which the controller is subject and 

which also lays down suitable measures to safeguard the 

data subject's rights and freedoms and legitimate interests; 

or is based on the data subject's explicit consent. 

Exceptions to automated processing under the GDPR 

shall not be based on special categories of personal 

data referred to in Article 9(1) of the GDPR, unless point 

(a) or (g) of Article 9(2) of the GDPR applies and suitable 

measures to safeguard the data subject's rights and 

freedoms and legitimate interests are in place. 

The Law on Personal Data does not provide for the 

similar exception. Automated decision-making in relation 

to the data subject or decisions affecting the rights and 

interests of the data subject may be made on the basis 

of exclusively automated data processing only under the 

written consent of the data subject or in cases determined 

by federal laws, which set forth certain measures for 

compliance with rights and interests of data subjects. 

The Law on Personal Data does not have an equivalent to such 

a rule.  

Fairly consistent
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5.6. �Right to data portability
The GDPR recognises the right to data portability. The right allows a data subject to request a copy of all personal data that the 

data subject has provided and a controller processes electronically and which must then be transmitted directly from controller to 

controller, in order to easily allow the data subject further use of the data.  

The Law on Personal Data does not set out the data portability right. 

GDPR Law on Personal Data
Article 20
Recital 68

Not applicable.

Similarities

Not applicable. Not applicable.

Differences

Under the GDPR, the data subject shall have the right to 

receive the personal data concerning him or her, which 

he or she has provided to a controller, in a structured, 

commonly used and machine-readable format and have 

the right to transmit those data to another controller without 

hindrance from the controller to which the personal data 

have been provided, where the processing is based on 

consent pursuant to point (a) of Article 6(1) or point (a) of 

Article 9(2) or on a contract pursuant to point (b) of Article 

6(1); and the processing is carried out by automated means. 

The Law on Personal Data does not set out the right to data 

portability. 

Inconsistent
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6. Enforcement
6.1. Monetary penalties  
The GDPR provides for administrative fines in case of non-compliance. The Law on Personal Data outlines that violations of its terms 
can incur liability stipulated by Russian legislation.  

Although specific fines are not expressly outlined in the Law on Personal Data, the fines for violations are established by the Code 
of Administrative Offences of the Russian Federation of 30 December 2001 No. 195-FZ ('the Code of Administrative Offences') 
recently amended by Federal Law No. 405-FZ on Amending Certain Legislative Acts of the Russian Federation which entered 
into effect on 2 December 2019.

GDPR Law on Personal Data
Articles 83, 84

Recitals 148-152
Article 24

Similarities

Under the GDPR, legal liability is established 

in the form of administrative fines. 

Under the Law on Personal Data, entities found guilty of 

violating the requirements of the Federal Law shall carry liability 

stipulated by Russian Legislation. Monetary fines applicable 

to companies and their responsible managers are established 

under the Code of Administrative Offences, in particular 

Articles 5.39, 5.27 (only violations concerning employee 

data), 13.11, 13.12(6), 19.7. There are other types of liability 

(including criminal liability) but they are applied in rare cases.

Differences

Depending on the violation, the GDPR establishes the 

following maximum amounts of fines: €10 million or up to 

2% of the total worldwide annual turnover; or €20 million 

or up to 4% of the total worldwide annual turnover. 

There is no personal liability for the DPO and/or 

other responsible managers under the GDPR.  

The maximum administrative fine for violations of the Law 

on Personal Data is RUB 18 million (approx. €260,000) 

under Article 13.11(9) of the Code of Administrative 

Offenses. This fine is established for a repeated violation 

of Article 18(5) of the Law on Personal Data.

Under the Code of Administrative Offences, administrative 

fines can be imposed on both the operator and its responsible 

managers whose misconduct resulted in non-compliance with 

the Law on Personal Data. Such managers are usually the DPO 

and/or the CEO. Roskomnadzor has the authority to decide 

which person(s), a responsible manager, the operator, or both 

of them, is/are to be accused of an administrative offence 

depending on the circumstances of the case. The amount of the 

fines for the responsible managers are significantly less than 

the fines for companies. For instance, the responsible manager 

Fairly inconsistent
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GDPR Law on Personal Data

Differences (cont'd)

The administrative fines may be imposed by the supervisory 

authority.  

may be fined for up to RUB 800,000 (approx. €12,500) for 

committing the offence described in the previous paragraph.

The administrative fines for the data protection 

offences are imposed by court. Roskomnadzor has the 

authority to initiate an action and submit it to court.
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6.2. Supervisory Authority  
Both the GDPR and the Law on Personal Data prescribe that supervisory authorities shall oversee data processing. Similar to the 
GDPR, Russian law vests investigative and corrective powers on Roskomnadzor. However, the scope and limits of these powers differ 
in Russia and the EU. In contrast to the supervisory authorities under the GDPR, Roskomnadzor does not perform the authorisation 
and advisory functions. 

GDPR Law on Personal Data
Articles 51-84

Recitals 117-140
Article 23

Similarities

The corrective powers of the supervisory authority 

include, among other things, the following:

•	 ordering the controllers and processors to provide 

any information required for the performance 

of the supervisory authority's tasks;

•	 carrying out investigations in the form of audits; 

•	 obtaining access to all personal data and 

information necessary for the performance 

of the supervisory authority's tasks;

•	 obtaining access to any premises of the 

controller and the processor, including to any data 

processing equipment and means, in accordance 

with EU or Member State procedural law;

•	 imposing a temporary or definitive limitation 

including a ban on processing; and

•	 imposing administrative fines. 

The GDPR outlines that the supervisory authority must draw 

up an annual report and make it such a report available to the 

public, national governmental bodies and EU institutions.  

The powers of Roskomnadzor include, 

among other things, the following: 

•	 ordering the operators to provide any information 

required for the performance of Roskomnadzor's tasks;

•	 carrying out planned and extra-ordinary inspection 

checks of the operators and their processing activities;

•	 accessing all necessary information and documents 

in the course of the inspection checks; and 

•	 accessing premises, equipment and other means of 

the operator in the course of the inspection checks;

•	 operator in the course of the inspection checks; 

•	 taking measures to suspend or stop personal 

data processing if it is incompliant with 

the Law on Personal Data; and

•	 initiating an administrative offence action that may 

result in the imposition of an administrative fine. 

The rules on the inspection checks are adopted by the 

Government of the Russian Federation. 

Roskomnadzor must draw up an annual report and make it 

available to the public, the President, the Government, and the 

Parliament of Russia. 

Differences

The investigative powers of the supervisory authority include the 

review on certifications issued according to Article 42(7) of the 

GDPR. 

The Law on Personal Data does not provide for the certification 

mechanism.

Fairly consistent
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GDPR Law on Personal Data

Differences (cont'd)

The corrective powers of the supervisory authority 

include suspending cross-border data flows, issuing 

warnings regarding the intended processing, etc. 

The supervisory authority has a wide range of 

authorisation and advisory powers, such as advising the 

controller, authorising contractual clauses, and approving 

Binding Corporate Rules, among other tasks. 

Roskomnadzor does not have such powers.  

Roskomnadzor does not have similar advisory or authorisation 

powers in the field of personal data. However, Russian 

law generally prescribes that any person may submit an 

inquiry to a state body and this state body must respond in 

writing. Russian data operators often use this mechanism 

for receiving certain advice from Roskomnadzor. 
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6.3. Other remedies 
Both the GDPR and the Law on Personal Data guarantee the data subject's rights to lodge a complaint with the supervisory authority 
and seek for the compensation of material and non-material damage in a legal action. There are some procedural differences, for 
instance, relating to the distribution of burden of proof. In contrast with the GDPR, the Law on Personal Data makes no exceptions 
from the rule that the processor is liable only to the controller. 

In addition, according to Russian law, some violations may lead to the complete blockage of access to websites from the territory of 
Russia. This mechanism constitutes a preventive measure, rather than a form of liability. That is why the access can be unblocked 
when the data breaches are eliminated. The GDPR does not establish any similar rules.

GDPR Law on Personal Data
Articles 79-82
Recitals 141-147

Articles 23(2)(3.1), 24

Similarities

Under the GDPR, the data subject has the right to 

lodge a complaint with the supervisory authority. The 

supervisory authority must inform the data subject of 

the progress and outcome of his/her complaint.  

The data subject has the right to an effective judicial 

remedy against a controller and processor if he/

she considers that his/her rights are infringed.  

The data subject may bring an action to compensate material 

or non-material damage. The GDPR does not set out 

minimum or maximum amounts of such compensations. 

Under the Law on Personal Data, the data subject has the 

right to lodge a complaint with the supervisory authority.  

The data subject has the right to an effective 

judicial remedy against an operator if he/she 

considers that his/her rights are infringed. 

Under the Law on Personal Data the data subject may bring 

an action for recovery of material or non-material damage.  

Differences

The controller or processor must prove that they are not 

responsible for the event giving rise to the damage.  

The controller is liable for the damage caused by the 

processor. However, in some cases the processor 

may bear direct liability before the data subject.  

There is no such mechanism under the GDPR. 

The court distributes the burdens between the 

plaintiff and the defendant. The general rule is that 

each party must prove its own arguments.  

The processor is always liable to the controller, 

and the controller is liable to the data subject.  

Roskomnadzor may block access to a website containing 

personal data that is illegally processed on the ground 

of an effective court decision. The web-blockage is 

effective for all connections from the territory of Russia.

Fairly consistent
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